The Dark Patterns of Criminal Justice

BY: TERRY SKOLNIK"

Dark patterns are a growing problem, especially in the criminal justice
system. The term “dark pattern” refers to manipulative user designs or
interfaces that frustrate individuals’ choices and decrease their
welfare. Dark patterns result in impulsive decisions, financial harm,
privacy violations, and more. Websites, mobile apps, and video games
incorporate different types of dark patterns. Typical examples include
easy one-click paid subscriptions that are very difficult to cancel,
disguised ads that trick users to click on them, and airline websites that
use scarcity cues, such as “Hurry! Only one seat left at this price!”.

Drawing on the insights of behavioral economics, this Article argues
that the criminal justice system incorporates the equivalent of dark
patterns that systematically disadvantage defendants. It offers three
examples of the criminal justice system’s dark patterns: exploding
offers in plea-bargaining, legal financial obligations (meaning fines,
fees, and penalties), and the criminal record expungement process. In
doing so, this Article offers the first account of how dark patterns
decrease defendants’ well-being and worsen justice system outcomes.

The concluding parts of this Article advance three law reform
mechanisms that can help counteract the dark patterns of criminal
Justice. First, sludge audits can identify de facto dark patterns that
weaponize sludge against individuals. Second, behavioral audits can be
used to detect the equivalent of dark patterns that sludge audits
overlook. Third, given the results of sludge audits and behavioral
audits, jurisdictions can implement choice architecture initiatives that
thwart dark patterns. Ultimately, this Article advances a novel account
that shines light on the dark patterns of criminal justice and proposes
concrete solutions to mitigate them.
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[. INTRODUCTION

Dark patterns are everywhere.! We confront them frequently, even if we do
not notice them or know exactly what they are.? The term “dark pattern” refers
to “user interfaces whose designers knowingly confuse users, make it difficult
for users to express their actual preferences, or manipulate users into taking
certain actions.”® Dark patterns typically involve coercion, manipulation,
exploitation, trickery, or deception.* They negatively impact individuals’
behavior in ways they do not realize and steer them towards choices they do not

1 See Martin Brenncke, Regulating Dark Patterns, 14 NOTRE DAME J. INT’L
COMPAR. L. 39, 41 (2024); see also Johanna Herman, Dark Patterns: EU’s Regulatory
Efforts, SEC. & PRIV., 1, 2 (2024).

See Christoph Bosch, Benjamin Erb, Frank Kargl, Henning Kopp & Stefan
Pfattheicher, Tales from the Dark Side: Privacy Dark Strategies and Privacy Dark Patterns,
4 PROC. ON PRIV. ENHANCING TECH. 237, 245-46 (2016).

3 Jamie Luguri & Lior Jacob Strahilevitz, Shining a Light on Dark Patterns, 13 J.
LEGAL ANALYSIS 43, 44 (2021).

4 See Jennifer King & Adriana Stephan, Regulating Privacy Dark Patterns in
Practice—Drawing Inspiration from the California Privacy Rights Act, 5 GEO. L. TECH.
REV. 250, 254, 255, 258 (2021).
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wish to make.> As a result of dark patterns, individuals may suffer negative
financial repercussions, make impulsive purchases, engage in conduct that
reduces their physical or mental health, or sacrifice their privacy interests.®
Conversely, user designs or interfaces may incorporate dark patterns to increase
revenue, monopolize individuals’ time and attention, or gain access to private
information.”

Dark patterns exist in various forms. Some websites implement roach
motels (also referred to as effort traps or cancellation barriers) that involve an
easy one-click subscription but an arduous process to unsubscribe.® Others
inform individuals that they will lose benefits if they unsubscribe: a dark pattern
referred to as confirmshaming that encourages individuals to maintain their paid
subscriptions.? Others still use forced continuity, where individuals sign up for
a free service that converts into an unwanted paid subscription: a tactic that
leverages procrastination to increase corporate revenue.!0 These are just some
examples of how dark patterns can be used to confuse or manipulate individuals.
And there are many more.!!

This Article argues that the criminal justice system imposes the equivalent
of dark patterns in various contexts. Although there are many others, it
highlights three examples of the criminal justice system’s de facto dark patterns:
exploding offers, legal financial obligations, and the criminal record

5 Lauren Henry Scholz, Private Rights of Action in Privacy Law, 63 WM. & MARY
L. REV. 1639, 1685-86 (2022); see also Lindsay Wilson, Is There a Light at the End of the
Dark-Pattern Tunnel? 91 GEO. WASH. L. REV. 1048, 1050-51 (2023); Katri Nousiainen &
Catalina Perdomo Ortega, Dark Patterns in Law and Economics Framework, 36 LOY.
CONSUMER L. REV. 90, 91 (2023).

6 See Fabiana Di Porto & Alexander Egberts, The Collective Welfare Dimension of
Dark Patterns Regulation, 29 EUR. L.J. 114, 116 (2024); Corina Cara, Dark Patterns in the
Media: A Systematic Review, 7 NETWORK INTEL. STUD. 105, 107, 108 (2019); Xin Ye, Dark
Patterns and Addictive Designs, 5 WEIZENBAUM J. DIGIT. SoC’Y, May 12, 2025, at 1, 11.

7 Agnieszka Kitkowska, The Hows and Whys of Dark Patterns: Categorizations and
Privacy, in HUMAN FACTORS IN PRIVACY RESEARCH 173, 179-80 (Nina Gerber, Alina Stover
& Karola Marky eds., 2023); Michael Rosenbloom, Clearing the Darkened Air: Regulating
Dark Patterns as Air Pollution, 25 MINN. J.L. ScCI. & TECH. 139, 146-47 (2024).

8 Luiz Adolpho Baroni, Alisson Andrey Puska, Luciana Cardoso de Castro Salgado
& Roberto Pereira, Dark Patterns: Towards a Socio-Technical Approach, XX BRAZILIAN
SyMP. ON HUM. FACTORS COMPUTING SYS., Oct. 18-22, 2021, at 2.

9 See id. at 1; Gregory M. Dickinson, Privately Policing Dark Patterns, 57 GA. L.
REV. 1633, 1637 (2023).

10 See Luguri & Strahilevitz, supra note 3, at 53, 58; see also Alison Hung, Keeping
Consumers in the Dark: Addressing “Nagging” Concerns and Injury, 121 COLUM. L. REV.
2483, 2488 (2021).

11 See generally Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin
L. Toombs, The Dark (Patterns) Side of UX Design, 2018 CHI. CONF. ON HUM. FACTORS
COMPUTING SYS. (providing 5 categories of dark patterns); see also Simone Avolicino et al.,
Al-Based Emotion Recognition to Study Users’ Perception of Dark Patterns, in HCI
INTERNATIONAL 2022 - LATE BREAKING PAPERS DESIGN 185, 186—87 (Masaaki Kurosu et al.
eds., 2022).
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expungement process.!2 Prosecutors may make exploding offers that expire
quickly—and leverage dark patterns such as scarcity cues, obstruction, urgency,
and confirmshaming—to pressure defendants to plead guilty.!3 Legal financial
obligations (LFOs) typically involve an array of dark patterns—such as hidden
costs, forced continuity, roach motels, immortal accounts, and nagging—that
can trap individuals in poverty and homelessness.!* And the criminal record
expungement process is often littered with dark patterns—such as bad defaults,
sneaking, cancellation barriers, and forced action—that decrease uptake rates
and limit access to housing, employment, educational opportunities, and social
benefits.!> The concluding parts of this Article offer three law reform
mechanisms that strive to counteract the dark patterns of criminal justice: sludge
audits, behavioral audits, and choice architecture initiatives.!¢

To be clear, most definitions of dark patterns limit their scope and
application to online contexts, such as websites, mobile apps, and games.!” Yet
the similarities between online dark patterns and de facto dark patterns in the
criminal justice system are valuable for several reasons. We gain a deeper
understanding of the criminal justice system, its underlying problems, and novel

12 This Article uses terms such as “the equivalent of dark patterns” and “de facto dark
patterns” to connote deceptive, manipulative, or exploitative practices in the criminal justice
system that resemble dark patterns in online contexts. See also infra note 18 and
accompanying text. Other examples of de facto dark patterns include the process to withdraw
guilty pleas (which can incorporate roach motels) and fee ceiling waiver requests by court-
appointed counsel (which can involve obstruction). See William J. Stuntz, The Uneasy
Relationship Between Criminal Procedure and Criminal Justice, 107 YALE L.J. 1, 10-11
(1997) (discussing maximum cap waiver requests); Donald A. Dripps, Guilt, Innocence, and
Due Process of Plea Bargaining, 57 WM. & MARY L. REV. 1343, 1389 (2016) (describing
the withdrawal of guilty pleas).

13 See infra Part IV(A).

14 See infra Part IV(B).

15 See infira Part IV(C).

16 See infra Part V.

17" Stuart Mills, Richard Whittle, Rafi Ahmed, Tom Walsh & Martin Wessel, Dark
Patterns and Sludge Audits: An Integrated Approach, BEHAV. PUB. POL’Y, July 2023, at 1,
9; Arunesh Mathur, Jonathan Mayer & Mihir Kshirsagar, What Makes a Dark
Pattern . . . Dark? Design Attributes, Normative Considerations, and Measurement
Methods, 2021 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 6; Stuart Mills, Deceptive
Choice Architecture and Behavioral Audits: A Principles-Based Approach, 18 REGUL. &
GOVERNANCE 1426, 1426-27 (2024). However, some argue that dark patterns are not limited
to online contexts and apply in the physical world. For instance, some posit that
advertisements in grocery stores can incorporate dark patterns. See Baroni, Puska, Salgado
& Pereira, supra note 8, at 2. Others suggest that physical architecture can exemplify a dark
pattern that coerces individuals or sets back their interests. For instance, property managers
may install spikes on a building’s ledge so that unhoused persons sleep elsewhere, while
cities may segment park benches for that same reason. See id. at 2 (citing Shruthi Sai
Chivukula, Chris Watkins, Lucca McKay & Colin M. Gray, “Nothing Comes Before Profit”:
Asshole Design in the Wild, 2019 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 4). For
this reason, this Article suggests that the criminal justice employs tactics that resemble dark
patterns, are the equivalent of dark patterns, or constitute de facto dark patterns.
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law reform initiatives when we explore these issues through the lens of dark
patterns.!® We can draw on the insights of seemingly distinct fields—such as
anti-trust, consumer protection law, behavioral economics, and public
administration—to address longstanding issues in the criminal justice process.!?
And we can develop a more comprehensive grasp of nudges and sludge, choice
architecture, and dark patterns when we explore their role in criminal justice.
Moreover, the three examples explored in this Article—exploding offers, legal
financial obligations, and criminal record expungements—are far from an
exhaustive list of the criminal justice system’s dark patterns. Once we begin to
notice them, we may see them everywhere. Indeed, this Article marks the first
piece of academic scholarship to scrutinize the criminal justice system’s dark
patterns, and to advance new mechanisms that can address them.

The structure of this Article is as follows. Part II provides an overview of
cognitive biases, nudges, sludge, and choice architecture—all of which are
fundamental to understanding dark patterns. Part III sets out a taxonomy of dark
patterns, highlights their ubiquity, and demonstrates why they matter. Part IV
offers three examples of de facto dark patterns in the criminal justice process:
exploding offers in plea-bargaining, legal financial obligations, and criminal
record expungements. Part V concludes this Article and explains how sludge
audits, behavioral audits, and choice architecture initiatives can help prevent and
neutralize the dark patterns of criminal justice.

II. CHOICE ARCHITECTURE
A. Cognitive Biases
Cognitive biases (or heuristics) profoundly shape decision-making and
underpin dark patterns.20 These biases stem from how individuals mistakenly

deploy the wrong cognitive system to make routine decisions.?! Individuals
make decisions using two cognitive systems: System 1 intuition and System 2

18 See infira Part V.

19 See infra Part V.

20 Terry Skolnik, The Choice Architecture of Criminal Justice, 77 ALA. L. REV. 337
(2025). Note that this Part’s overview of cognitive biases, nudges, sludge, and choice
architecture was first provided in Skolnik, id., including definitions and examples.

21 Id; see, e. g., Daniel Kahneman & Shane Frederick, 4 Model of Heuristic
Judgment, in THE CAMBRIDGE HANDBOOK OF THINKING AND REASONING 26772 (Keith J.
Holyoak & Robert G. Morrison eds., 2005) (describing heuristics and cognitive biases);
Geoffrey R. Norman et al., The Causes of Errors in Clinical Reasoning: Cognitive Biases,
Knowledge Deficits, and Dual Process Thinking, 92 ACAD. MED. 23, 23-24 (2017)
(providing an overview of cognitive biases).
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deliberation.?2 System 1 is primitive, intuitive, reflexive, and automatic.2? It
allows individuals to make rapid decisions with minimal cognitive load and
attention.24 Individuals use System 1 cognition to estimate a vehicle’s speed,
assess threats, and use their fight or flight instincts.25 System 2 is slower and
more analytical.2® Individuals resort to System 2 deliberation to compare
options when they make a purchase, solve a complex math problem, or plan an
itinerary.2’

Yet in many contexts, individuals resort to heuristics—or cognitive biases—
to solve problems or make decisions when faced with risk and uncertainty.28
Heuristics are error-prone mental shortcuts.2?® When confronted with certain
options, individuals make mistakes because they use heuristics and deploy
System 1 intuition rather than System 2 deliberation, and vice versa.3? Cognitive
biases are common, powerful, and produce predictable types of mistakes.3!

Several examples illustrate the influence of cognitive biases in decision-
making. First, the availability heuristic refers to how individuals assess the

22 Skolnik, supra note 20, at 341; DANIEL KAHNEMAN, THINKING, FAST AND SLOW
20-21 (2011); Jonathan St. B. T. Evans, Dual System Theories of Cognition: Some Issues,
28 PROCS. ANN. MEETING COGNITIVE. SCI. SOC’Y. 202, 202-03 (2006); Daniel K. Lapsley &
Patrick L. Hill, On Dual Processing and Heuristic Approaches to Moral Cognition, 37 J.
MoRrAL Epuc. 313, 316 (2008).

23 Jonathan St. B. T. Evans, Dual-Processing Accounts of Reasoning, Judgment, and
Social Cognition, 59 ANN. REV. PSYCH. 255,257,259 (2008); Daniel Kahneman & Cass R.
Sunstein, Cognitive Psychology of Moral Intuitions, in NEUROBIOLOGY OF HUMAN VALUES
91, 92-93 (Jean-Pierre Changeux, Antonio R. Damasio, Wolf Singer & Yves Christen eds.,
2005).

24 Lapsley & Hill, supra note 22, at 316.

25 Skolnik, supra note 20, at 341; see CASS R. SUNSTEIN & LUCIA A. REISCH,
TRUSTING NUDGES: TOWARD A BILL OF RIGHTS FOR NUDGING 83 (2019) (ebook); Ayelet
Sela, E-Nudging Justice: The Role of Digital Choice Architecture in Online Courts, 2019 J.
Disp. RESOL. 127, 139 (2019).

See Cass R. Sunstein, People Prefer System 2 Nudges (Kind of), 66 DUKE L.J. 121,
125 (2016).

27 Skolnik, supra note 20, at 342; see SUNSTEIN & REISCH, supra note 25, at 83.

28 See Andrea Ceschi, Arianna Costantini, Riccardo Sartori, Joshua Weller &
Annamaria Di Fabio, Dimensions of Decision-Making: An Evidence-Based Classification of
Heuristics and Biases, 146 PERSONALITY & INDIVIDUAL DIFFERENCES 188, 188, 197 (2019).

29 Skolnik, supra note 20, at 342; Jason N. Itri & Sohil H. Patel, Heuristics and
Cognitive Error in Medical Imaging, 210 AM. J. ROENTGENOL. 1097, 1097 (2018).

30 Skolnik, supra note 20, at 342; see Carey K. Morewedge & Daniel Kahneman,
Associative Processes in Intuitive Judgment, 14 TRENDS COGNITIVE ScCIS. 435, 437, 439
(2010); see Bence Bago & Wim De Neys, The Smart System 1: Evidence for the Intuitive
Nature of Correct Responding on the Bat-and-Ball Problem, 25 THINKING & REASONING
257,259,263 (2019).

31 Eben Otuteye & Mohammad Siddiquee, Overcoming Cognitive Biases: A Heuristic
for Making Value Investing Decisions, 16 J. BEHAV. FIN. 140, 142 (2015); see Eyal Peer &
Eyal Gamliel, Heuristics and Biases in Judicial Decisions, 49 CT. REv. 114, 114 (2013);
Richard H. Thaler, Behavioral Economics: Past, Present, and Future, 106 AM. ECON. REV.
1577, 1581 (2016).
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likelihood of events—such as natural disasters and plane crashes—according to
their salience and how easily they can be recalled.3? The availability heuristic
accounts for why individuals overestimate the frequency of these types of
occurrences, yet underestimate the risks associated with frequent events that are
less salient and more difficult to recall.33 This cognitive bias shapes whether
individuals buy insurance, whether doctors order medical tests, and whether
investors purchase certain types of securities or sell their investments.3
Similarly, the availability heuristic may also influence why jurors are more
likely to convict defendants who are cross-examined on their criminal record.??
A defendant’s prior convictions are salient information that jurors can recall
easily.3¢ To be clear, jurors are instructed that they can consider the defendant’s
prior convictions only to evaluate their credibility.3” Yet jurors may use this
salient and available information to overestimate the likelihood that the
defendant is guilty because they committed past crimes.38

Second, status quo bias implies that individuals prefer present states of
affairs and are reluctant to change them, even when alternative options are
preferable.3? This second cognitive bias underpins the power of default rules.4?
Individuals may not make changes because they must spend time and effort to
acquire information and compare options; frictions that the status quo does not
impose.*! Individuals who face these types of administrative burdens may
simply “choose not to choose”.#2 For instance, status quo bias helps explain why
individuals do not opt-in to retirement savings plans or medical insurance
schemes that are beneficial, and why they do not opt-out of expensive auto-

32 Skolnik, supra note 20, at 342; Amos Tversky & Daniel Kahneman, Availability:
A Heuristic for Judging Frequency and Probability, 5 COGNITIVE PSYCH. 207, 208—09, 230
(1973).

33 Skolnik, supra note 20, at 342; Cass R. Sunstein, Hazardous Heuristics, 70 U. CHI.
L. REV. 751, 752 (2003).

Sunstein, supra note 33, at 756-57; Dan P. Ly, The Influence of the Availability
Heuristic on Physicians in the Emergency Department, 78 ANNALS EMERGENCY MED. 650,
656 (2021); Doron Kliger & Andrey Kudryavtsev, The Availability Heuristic and Investors’
Reaction to Company-Specific Events, 11 J. BEHAV. FIN. 50, 52-53 (2010).

;Z Terry Skolnik, Two Criminal Justice Systems, 56 U.B.C. L. REV. 285, 319 (2023).

Id.

37 Anna Roberts, Conviction by Prior Impeachment, 96 B.U. L. REV. 1977, 1998
(2016).

38 Skolnik, supra note 35, at 319-20.

39 Stephen M. Fleming, Charlotte L. Thomas & Raymond J. Dolan, Overcoming
Status Quo Bias in the Human Brain, 107 PNAS 6005, 6005 (2010); Adam S. Zimmerman,
Funding Irrationality, 59 DUKE L.J. 1105, 1134 (2010); see also Raquel Fernandez & Dani
Rodrik, Resistance to Reform: Status Quo Bias in the Presence of Individual-Specific
Uncertainty, 81 AM. ECON. REV. 1146, 1146 (1991).

40 Cass R. Sunstein, Default Rules Are Better Than Active Choosing (Often), 21
TRENDS COGNITIVE ScIS. 600, 601 (2017).

41 See Cass R. Sunstein, Choosing Not to Choose, 64 DUKE L.J. 1,24 (2014).

42 Id. at 5-6 (using the term “choose not to choose™).
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enroll subscriptions that they wish to cancel.*3 This same bias may explain why
individuals are reluctant to exercise their Miranda rights and contact an
attorney—an opt-in scheme that deviates from the status quo.**

Third, the anchoring effect is a cognitive bias that pulls individuals to make
decisions that fall close to a pre-disclosed numerical value: the “anchor.”*>
Individuals are subconsciously pulled towards this numerical value and adjust
upwards or downwards from it.#¢ The anchoring effect shapes why damage
awards are more lucrative when plaintiffs request a higher amount of
compensation, and why judges impose heavier sentences when the prosecutor’s
sentencing recommendation is harsher.4’” Moreover, given the power of the
anchoring effect, prosecutors may make initial plea offers that are unduly
harsh—a tactical use of the anchoring effect—such that any subsequent plea
discounts are adjusted downwards and are perceived to be more valuable.*8

B. Nudges and Sludge

Nudges and sludge undergird the criminal justice system’s dark patterns and
exploit individuals’ cognitive biases. Begin with nudges.*® The term “nudge”
implies “interventions that preserve freedom of choice but also steer people in
particular directions.”? Examples of nudges include warning labels on
cigarettes, GPS devices, menus that indicate each item’s calories, reminders,

43 See Lauren E. Willis, When Nudges Fail: Slippery Defaults, 80 U. CHI. L. REV.
1155, 1158-59, 1171 (2013).

44 Some scholars have examined the role of status quo bias in criminal law and
procedure. See, e.g., Jon P. McClanahan, Safeguarding the Propriety of the Judiciary, 91
N.C. L. REv. 1951, 1978, 1988 (2013) (discussing status quo bias in the context of judicial
recusal applications); Andrew E. Taslitz, Trying Not to Be like Sisyphus: Can Defense
Counsel Overcome Pervasive Status Quo Bias in the Criminal Justice System?, 45 TEX.
TECH L. REV. 315, 347 (2012).

45 Skolnik, supra note 20, at 344; Jerry Kang et al., Implicit Bias in the Courtroom,
59 UCLA L. REv. 1124, 1128 (2012); Chris Guthrie, Jeffrey J. Rachlinski & Andrew J.
Wistrich, Blinking on the Bench: How Judges Decide Cases, 93 CORN. L. REV. 1, 1920
(2007).

46 Skolnik, supra note 20, at 344; Colin Miller, Anchors Away: Why the Anchoring
Effect Suggests That Judges Should Be Able to Participate in Plea Discussions, 54 B.C. L.
REV. 1667, 1669 (2013).

47 Skolnik, supra note 20, at 344; Chris Guthrie, Jeffrey J. Rachlinski & Andrew J.
Wistrich, Inside the Judicial Mind, 86 CORN. L. REv. 777, 789 (2001); Christopher T.
Stein & Michelle Drouin, Cognitive Bias in the Courtroom: Combating the Anchoring Effect
through Tactical Debiasing, 52 U.S.F. L. REV. 393, 400-01 (2018).

48 Skolnik, supra note 20, at 344-45; Skolnik, supra note 35, at 315.

49 See CAsS R. SUNSTEIN, THE ETHICS OF INFLUENCE: GOVERNMENT IN THE AGE OF
BEHAVIORAL SCIENCE 29 (Timur Kuran & Peter J. Boettke eds., 2016); Ryan Calo, Code,
Nudge, or Notice?, 99 IowA L. REV. 773,783 (2014).

50" Cass R. Sunstein, The Distributional Effects of Nudges, 6 NATURE HUM. BEHAV.
9,9 (2022).
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and default enrollment into pension plans.’! An intervention cannot be classified
as a nudge when it “imposes significant material costs on choosers.””>2 For this
reason, Cass Sunstein notes that interventions such as subsidies, taxes,
prohibitions, and punishments are not nudges.>?

Nudges are valuable because they are a low-cost mechanism that can
maximize welfare and may help individuals overcome or side-step their
cognitive biases.>* Consider how default enrollment schemes address
individuals’ status quo bias to promote well-being. Individuals may not opt-in
to a welfare-maximizing pension or retirement savings plan because of the
requisite time, effort, and cognitive load associated with the enrollment
process.’> Auto-enrollment eliminates these barriers.’® This explains why
organizations that default enroll individuals into a pension or retirement savings
plan have significantly higher uptake rates than those that require individuals to
opt-in.>7 Similarly, graphic cigarette warning labels are a nudge that activates
System 1 emotional responses—such as fear or disgust—to overpower System
2 deliberative failures—a preference for short-term gains over long-term
costs.>®

The criminal justice system—and its overarching rules and principles—
deploy different types of nudges. The presumption of innocence is a default rule
that uses the anchoring effect to nudge judges and juries towards acquittals as a

51 Cass R. Sunstein, Which Nudges Do People Like? A National Survey, in
HANDBOOK OF BEHAVIORAL CHANGE AND PUBLIC PoLICY 285 (Holger StraBheim & Silke
Beck eds., 2019) (providing these examples); see also Luca Congiu & Ivan Moscati, 4
Review of Nudges: Definitions, Justifications, Effectiveness, 36 J. ECON. SURVS. 188, 200,
203 (2022).

52 (Cass R. Sunstein, Nudges, Agency, and Abstraction: A Reply to Critics, 6 REV.
PHIL. PSycH. 511, 511 (2015).

53 Skolnik, supra note 20, at 345; Cass R. Sunstein, Nudges Do Not Undermine
Human Agency, 38 J. CONSUMER POL’Y. 207,207 (2015).

54 Skolnik, supra note 20, at 346; see Andreas T. Schmidt, The Power to Nudge, 111
AM. POL. SCI. REV. 404, 408-09, 412 (2016); Shlomo Benartzi et al., Should Governments
Invest More in Nudging?, 28 PSYCH. SCI. 1041, 1051 (2017).

55 See Benartzi et al., supra note 54, at 1044.

56 Yu Luo, Andrew Li, Dilip Soman & Jiaying Zhao, 4 Meta-Analytic Cognitive
Framework of Nudge and Sludge, 10 ROYAL SOC’Y OPEN SCI. 1, 5 (2023).

57 (Cass R. Sunstein, Nudging: A Very Short Guide, 37 J. CONSUMER POL’Y. 583, 585
(2014); see James J. Choi, David Laibson, Brigitte C. Madrian & Andrew Metrick, For
Better or for Worse: Default Effects and 401 (k) Savings Behavior, in PERSPECTIVES ON THE
EcoNOMICS OF AGING 81, 83 (David A. Wise ed., 2004); Cass R. Sunstein, Switching the
Default Rule, 77 N.Y.U. L. REv. 106, 115-16 (2002).

Sunstein, supra note 26, at 128-29; Mario Cesare Nurchis, Marcello Di Pumpo,
Alessio Perilli, Giuseppe Greco & Gianfranco Damiani, Nudging Interventions on Alcohol
and Tobacco Consumption in Adults: A Scoping Review of the Literature, 20 INT’'L J. ENV’T
RSCH. PUB. HEALTH 1, 6 (2023).
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pre-determined outcome when defendants stand trial.>® Jurisdictions use
telephone call and text message reminders to reduce defendants’ failure to
appear rates.®0 Even Miranda warnings are a form of nudge that simplifies
information, augments its salience for defendants, and warns them about the
legal consequences if they speak with the police.¢!

Sludge, for its part, connotes frictions that frustrate individuals’ preferred
choices and decrease their welfare.92 Whereas nudges tend to facilitate decision-
making and improve well-being, sludge does the opposite.®3 Sludge exists in
different forms. Bureaucratic red tape, onerous enrollment processes, and
administrative burdens—meaning the learning, compliance, and psychological
costs to participate in a scheme—are all forms of sludge that discourage
individuals from reaching a goal.®* Sludge constitutes a burdensome transaction
cost that exists in the public and private sphere.®> And it exacerbates individuals’
cognitive biases.®® Mark Petticrew and colleagues note that sludge can reinforce

59 Skolnik, supra note 20, at 356-57; Terry Skolnik, Precedent, Principles, and
Presumptions, 54 U.B.C. L. REV. 935, 960, 961, 978, 979 (2021) [hereinafter Skolnik,
Precedent]; Terry Skolnik, The Regulatory Offence Revolution in Criminal Justice: The
Choice Architecture of Regulatory Offences, 62 ALTA. L. REV. 39, 49, 54 (2024) [hereinafter
Skolnik, Regulatory Offence Revolution].

60 Skolnik, supra note 20, at 347; see Alissa Fishbane, Aurelie Ouss & Anuj K. Shah,
Behavioral Nudges Reduce Failure to Appear for Court, 370 ScCI. 1, 1, 3 (2020).

61 Skolnik, supra note 20, at 353-54; see Charles D. Weisselberg, Mourning
Miranda, 96 CALIF. L. REV. 1519, 1521 (2008) (noting that Miranda warnings provide
defendants with important information).

62 Skolnik, supra note 20, at 348; Richard H. Thaler, Nudge, Not Sludge, 361 ScI.
431,431 (2018); Cass R. Sunstein, Sludge and Ordeals, 68 DUKE L.J. 1843, 1850 (2019).

63 Skolnik, supra note 20, at 348; see CASS R. SUNSTEIN, SLUDGE: WHAT STOPS Us
FROM GETTING THINGS DONE AND WHAT TO DO ABOUTIT 1, 2, 8 (2021). Note, however, that
“dark nudges” can be used for nefarious purposes or to decrease welfare. See Elliott Roy-
Highley, Katherine Koérner, Claire Mulrenan & Mark Petticrew, Dark Patterns, Dark
Nudges, Sludge and Misinformation: Alcohol Industry Apps and Digital Tools, 39 HEALTH
PROMOTION INT’L 1, 2-3 (2024) (describing dark nudges).

64 Skolnik, supra note 20, at 348; SUNSTEIN, supra note 63 at 5-6; see Jonas K.
Madsen, Kim S. Mikkelsen & Donald P. Moynihan, Burdens, Sludge, Ordeals, Red Tape,
Oh My!: A User’s Guide to the Study of Frictions, 100 PUB. ADMIN. 375, 38384 (2020);
Sina Shahab & Leonhard K. Lades, Sludge and Transaction Costs, 8 BEHAV. PUB. POL’Y
327, 328 (2024); Donald Moynihan, Pamela Herd & Hope Harvey, Administrative Burden:
Learning, Psychological, and Compliance Costs in Citizen-State Interactions, 25 J. PUB.
ADMIN. RSCH. & THEORY 43, 45-46 (2014) (describing learning, compliance, and
psychological costs).

65 Skolnik, supra note 20, at 348; SUNSTEIN, supra note 63, at 1; Shahab & Lades,
supra note 64, at 328.

66 Mark Petticrew, Nason Maani, Luisa Pettigrew, Harry Rutter & May Ci Van
Schalkwyk, Dark Nudges and Sludge in Big Alcohol: Behavioral Economics, Cognitive
Biases, and Alcohol Industry Corporate Social Responsibility, 98 MILBANK Q. 1290, 1295—
96 (2020).
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individuals’ preference for the status quo and strengthen the power of default
rules.67

There are different reasons why sludge exists. It can be imposed to maintain
program integrity, prevent fraud and abuse, and ensure that only eligible persons
receive benefits.®® Other types of sludge aim to protect individuals’ privacy and
personal information (think: websites that require individuals to consent to
cookies).®® Moreover, policymakers may or may not be aware that they impose
sludge. Administrative burdens can be imposed intentionally—for instance, to
limit program uptake—or arise due to “benign neglect” — meaning that policy
makers did not consider potential sludge.”°

Whether we notice it or not, sludge generates important consequences. It is
financially costly and wastes a significant amount of individuals’ time.”! Sludge
can undermine a scheme’s intended goals and decrease uptake rates.’?
Individuals may not receive crucial public benefits due to heavy sludge.”
Furthermore, sludge can impose heavy psychological costs and generate anger,
frustration, stigma, and hopelessness.” And sludge can result in harm.
Individuals may not seek medical care or enroll in health insurance because of
cumbersome administrative burdens.”> Moreover, sludge can disparately impact
indigent persons, especially if they must work numerous jobs, commute using
public transportation, or take care of their families.”®

67 Id.

68 Skolnik, supra note 20, at 348; SUNSTEIN, supra note 63, at 73—-74.

Skolnik, supra note 20, at 348; see SUNSTEIN, supra note 63, at 73.

Meghan Doughty & Karen J. Baehler, “Hostages to Compliance”: Towards a
Reasonableness Test for Administrative Burdens, 3 PERSPS. ON PUB. MGMT. & GOV’T 273,
274,275 (2020).

71 Skolnik, supra note 20, at 349; see Adam M. Samaha, Death and Paperwork
Reduction, 65 DUKE L.J. 279, 280, 294, 295 (2015).

72 Skolnik, supra note 20, at 350; see Ashley Fox, Wenhui Feng & Megan Reynolds,
The Effect of Administrative Burden on State Safety-Net Participation: Evidence from Food
Assistance, Cash Assistance, and Medicaid, 83 PUB. ADMIN. REV. 367,369 (2023).

73 Skolnik, supra note 20, at 350; see Carolyn Y. Barnes, “It Takes a While to Get
Used to”’: The Costs of Redeeming Public Benefits, 31 J. PUB. ADMIN. RSCH. & THEORY 295,
297 (2021).

74 Skolnik, supra note 20, at 349—50; PAMELA HERD & DONALD P. MOYNIHAN,
ADMINISTRATIVE BURDEN: POLICYMAKING BY OTHER MEANS 15 (2018); see Elizabeth F.
Emens, Disability Admin: The Invisible Costs of Being Disabled, 105 MINN. L. REV. 2329,
2346, 2347 (2021).

75 Skolnik, supra note 20, at 349-50; see Michael Anne Kyle & Austin B. Frakt,
Patient Administrative Burden in the US Health Care System, 56 HEALTH SERV. RSCH. 755,
756, 761 (2021).

76 Skolnik, supra note 20, at 349; Ayesha Masood & Muhammad Azfar Nisar,
Administrative Capital and Citizens’ Responses to Administrative Burden, 31 J. PUB. ADMIN.
RscH. & THEORY 56, 58 (2021); Mariana Chudnovsky & Rik Peeters, The Unequal
Distribution of Administrative Burden: A Framework and an Illustrative Case Study for
Understanding Variation in People’s Experience of Burdens, 55 SOC. POL’Y ADMIN. 527,
530 (2021).
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The criminal justice system also allocates sludge at various points. Police
officers must draft affidavits so that they can obtain search warrants: a form of
sludge that prevents abusive and unlawful searches.”’ In some jurisdictions,
prosecutors engage in pre-arrest screening to assess whether police officers can
lawfully detain individuals following an arrest: an administrative burden that
aims to prevent spurious criminal charges.’® Defendants may be required to fill
out lengthy and complex forms to receive a court fee waiver.”® Court-appointed
counsel who wish to exceed a fee cap—meaning the maximum remuneration to
represent an indigent defendant in a criminal case—must fill out burdensome
waiver forms.80 Sludge also explains why a significant portion of eligible
individuals—upwards of 95% in many states—do not apply for criminal record
expungements.3! More specifically, applicants may be required to fill out
complex forms, pay an application fee, get their fingerprints taken, travel to
police stations and courthouses, and mail in documentation.82

These administrative burdens may exist for benevolent reasons. They may
aim to ensure that police officers or prosecutors respect constitutional
requirements.®3 They may exist to guarantee that only individuals who qualify
receive free legal representation. But as discussed more below, sludge can also
be weaponized against defendants and incorporated within dark patterns to
disadvantage them.84

C. Choice Architecture

Dark patterns stem from a malevolent use of choice architecture, one that
leverages nudges and sludge to weaponize individuals’ cognitive biases and
reduce their welfare. The term “choice architecture” refers to the background
conditions for decision-making.35 As Eric Johnson and colleagues note, “[t]he

77" Tracy Hresko Pearl, On Warrants & Waiting: Electronic Warrants & the Fourth
Amendment, 99 IND. L.J. 1, 29, 40 (2023).

78 Skolnik, supra note 20, at 372-73; Adam M. Gershowitz, Justice on the Line:
Prosecutorial Screening Before Arrest, 2019 U. ILL. L. REv. 833, 835-36 (2019).

See, e.g., Superior Court of Arizona in Maricopa County, Fee Deferral or Waiver
Application, https://superiorcourt.maricopa.gov/media/kzlpbhSl/gndw1z.pdf [https://perma.
cc/TA99-VZ5E].

80 See, e.g., Virginia Courts, Form DC-40(A): Application for Approval/Denial for
Waiver of Fee Cap (Sep. 2008), https://www.vacourts.gov/forms/district/dc40ainst.pdf.
[https://perma.cc/C6GG-BCGS].

81 Skolnik, supra note 20, at 385-86; see Colleen Chien, America’s Paper Prisons:
The Second Chance Gap, 119 MICH. L. REV. 519, 526, 556—57 (2020).

82 Skolnik, supra note 20, at 385; Brian M. Murray, Insider Expungement, 2023 UTAH
L. REV. 337, 346 (2023); see, e.g., Skolnik, supra note 35, at 327-28.

83 See Skolnik, Regulatory Offence Revolution, supra note 59, at 49-50.

84 See infra Part IV.

85 Skolnik, supra note 20, at 338—39; Robert Miinscher, Max Vetter & Thomas
Scheuerle, 4 Review and Taxonomy of Choice Architecture Techniques, 29 J. BEHAV.
DECISION MAKING 511, 511 (2016).
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way a choice is presented influences what a decision-maker chooses.”8¢ Policy
makers or decision-makers structure decisions through various means—
including nudges and sludge—that tap into individuals’ cognitive biases for
better or for worse.87 Indeed, choice architecture can be used for good or evil
purposes.®® Some nudges, such as default enrollment into a pension plan, aim to
help individuals save money and prepare for retirement.89 Others, such as forced
enrollment schemes that use free trials that convert into paid memberships, may
attempt to manipulate individuals, exploit their status quo bias, and increase
financial profits for corporations.?® Small changes to choice architecture can
generate a profound impact.?! For instance, in a cafeteria setting, individuals
tend to select healthier food options that are placed at eye-level and can be
accessed effortlessly.? Similarly, countries can increase organ donation and
pension uptake rates significantly when they switch from an opt-in scheme to a
default enrollment program.?3

Three forms of choice architecture influence decision-making in different
ways: decision information, decision structure, and decision assistance.’*
Decision information aims to “facilitate access to decision-relevant information
by increasing its availability, comprehensibility, and/or personal relevance to

86 Skolnik, supra note 20, at 339; Eric J. Johnson et al., Beyond Nudges: Tools of a
Choice Architecture, 23 MKTG. LETTERS. 487, 487 (2012); see also SUNSTEIN, supra note
49, at 22.

87 See Christopher McCrudden & Jeff King, The Dark Side of Nudging: The Ethics,
Political Economy, and Law of Libertarian Paternalism, in 6 CHOICE ARCHITECTURE IN
DEMOCRACIES, EXPLORING THE LEGITIMACY OF NUDGING 10608 (Alexandra Kemmerer,
Christoph Méllers, Maximilian Steinbeis & Gerhard Wagner eds., 2016).

88 Skolnik, supra note 20, at 339; see id. at 107; Thaler, supra note 62, at 431; Michal
Lavi, Evil Nudges, 21 VAND. J. ENT. & TECH. L. 1, 10-11 (2018).

89 See, e.g., Lynne Robertson-Rose, Understanding Default Behaviour in Workplace
Pensions.: Automatic Enrolment in the UK, J. SOC. POL’Y 21, 21-22 (2021).

90 See Luguri & Strahilevitz, supra note 3, at 53, 58, Willis, supra note 43, at 1158,
1159, 1171.

91 Skolnik, supra note 20, at 341; Karen Yeung, The Forms and Limits of Choice
Architecture as a Tool of Government, 38 LAW & POL’Y. 186, 186—87 (2016); see, e.g.,
RICHARD H. THALER & CASS R. SUNSTEIN, NUDGE: THE FINAL EDITION 3 (2021).

92 Lena Al-Khudairy, Olalekan A. Uthman, Rosemary Walmsley, Samantha Johnson
& Oyinlola Oyebode, Choice Architecture Interventions to Improve Diet and/or Dietary
Behaviour by Healthcare Staff in High-Income Countries: A Systematic Review, 9 BMIJ
OPEN 1, 7 (2019); see Valérie J. V. Broers, Céline De Breucker, Stephan Van den Broucke
& Olivier Luminet, 4 Systematic Review and Meta-Analysis of the Effectiveness of Nudging
to Increase Fruit and Vegetable Choice, 27 EUROPEAN J. PUB. HEALTH 912, 915-18 (2017).

93 Jon M. Jachimowicz, Shannon Duncan, Elke U. Weber & Eric J. Johnson, When
and Why Defaults Influence Decisions: A Meta-Analysis of Default Effects, 3 BEHAV. PUB.
PoL’y 159, 160 (2019).

Miinscher, Vetter & Scheuerle, supra note 85, at 514-20.
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the decision maker.”5 For instance, choice architects can simplify information
(e.g., short application forms that use simple language), increase its visibility
(e.g., calorie counts on menu items or the duty to post food hygiene ratings at a
restaurant’s entrance), or augment its salience (e.g., a color-coded traffic light
system that indicates a food item’s healthiness).%¢

Decision structure, for its part, refers to how options can be presented,
arranged, or formatted to shape choice.” Typical examples of decision structure
include default rules, opt-in schemes versus automatic enrollment, prompted
choices that require individuals to select an option before they can proceed
further, and modifying the level of physical or financial effort associated with a
decision.”®

Lastly, decision assistance connotes forms of choice architecture that help
individuals achieve their goals and overcome setbacks.?® Reminders are a form
of decision assistance.!%0 So are personal commitment strategies—such as
voluntarily installed apps that block access to websites during work hours—and
public commitment strategies—such as posting one’s daily exercise routine on
social media to ensure consistency.!%! Other examples include reward
mechanisms, such as language learning apps that provide benefits to users who
maintain a multi-day streak.192 Checklists—a powerful reminder that prevents

95 Stephanie Mertens, Mario Herberz, Ulf J. J. Hahnel & Tobias Brosch, The
Effectiveness of Nudging: A Meta-Analysis of Choice Architecture Interventions Across
Behavioral Domains, 119 PNAS, no. 1, 2021, at 1, 2.

96 Skolnik, supra note 20, at 352; see, e.g., Miinscher, Vetter & Scheuerle, supra note
85, at 514—16; Felix Mormann, Climate Choice Architecture, 64 B.C. L. REV. 1, 11 (2023);
Eshan Bhatt & Priya Seetharaman, Rethinking Digital Nudging: A Taxonomical Approach
to Defining and Identifying Characteristics of Digital Nudging Interventions, 15 AIS
TRANSACTIONS ON HUM.-COMPUT. INTERACTION 442, 452 (2023); Guotian Peng et al., Self-
Management Behavior Strategy Based on Behavioral Economics in Patients with
Hypertension: A Scoping Review, 14 TRANSLATIONAL BEHAV. MED. 405, 407 (2024).

97  Skolnik, supra note 20, at 356; Miinscher, Vetter & Scheuerle, supra note 85, at
514; S. Forberger, L. Reisch, T. Kampfmann & H. Zeeb, Nudging to Move: A Scoping
Review of the Use of Choice Architecture Interventions to Promote Physical Activity in the
General Population, 16 INT’L J. BEHAV. NUTRITION & PHYSICAL ACTIVITY, no. 1, 2019, at
1,2.

98 Skolnik, supra note 20, at 356; Miinscher, Vetter & Scheuerle, supra note 85, at
516-19; see Briana S. Last, Alison M. Buttenheim, Carter E. Timon, Nandita Mitra & Rinad
S. Beidas, Systematic Review of Clinician-Directed Nudges in Healthcare Contexts, 11 BMJ
OPEN, no. 7, 2021, at 1, 2.

99 Skolnik, supra note 20, at 361; Miinscher, Vetter & Scheuerle, supra note 85, at
514, 519.

100 Miinscher, Vetter & Scheuerle, supra note 85, at 514, 519.

101 14 see also Dan Ariely & Klaus Wertenbroch, Procrastination, Deadlines, and
Performance: Self-Control by Precommitment, 13 PSYCH. SCI. 219, 219-20 (2002).

102" Danny Weathers & T. Andrew Pochlman, Defining, and Understanding
Commitment to, Activity Streaks, 52 J. ACAD. MKTG. SCI. 531, 531 (2024).
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surgeons from leaving sponges or other tools inside patients—are another form
of decision assistance.!03

Certain criminal justice reforms leverage choice architecture to improve
outcomes. Some jurisdictions require plea agreements to be in writing.!%4 This
choice architecture mechanism simplifies information, increases its visibility,
and magnifies its salience—all of which can improve fairness and transparency
in the plea-bargaining process.!05 Some states have created automatic criminal
record expungement programs that eliminate the sludge associated with
conventional opt-in applications.!%¢ Automatic criminal record expungements
alter decision structure to improve uptake rates.!07 More specifically, they
convert a sludge-laden opt-in mechanism to a frictionless default enrollment
scheme.!08 And as mentioned above, jurisdictions have implemented telephone
and text message reminders to reduce defendants’ failure to appear rates.199 This
form of decision assistance attempts to prevent the negative consequences of
failures to appear in court, such as warrants, arrests, pre-trial detention, and
contempt of court charges.!10

III. DARK PATTERNS
A. Taxonomies of Dark Patterns

Dark patterns are a nefarious form of choice architecture that coerces,
manipulates, or deceives individuals and reduces their well-being.!!! Gregory

103 John Beshears & Francesca Gino, Leaders as Decision Architects, HARV. BUS.
REV., 51, 58, 60 (2015).

104 Skolnik, supra note 20, at 377; Jenia 1. Turner, Transparency in Plea Bargaining,
96 NOTRE DAME L. REV. 973,976 (2021).

105 Stephanos Bibas, Regulating the Plea-Bargaining Market: From Caveat Emptor
to Consumer Protection, 99 CALIF. L. REV. 1117, 1154, 1159 (2011).

106 J. Prescott & Sonja B. Starr, Expungement of Criminal Convictions: An Empirical
Study, 133 HARvV. L. REV. 2460, 2464-65 (2020) [hereinafter Prescott & Starr,
Expungement]; J.J. Prescott & Sonja B. Starr, The Power of a Clean Slate, 43 REGULATION
28,28 (2020) [hereinafter Prescott & Starr, Clean Slate].

107 Skolnik, supra note 20, at 386.

108 g

109 Fishbane, Ouss & Shah, supra note 60, at 1; BRICE COOKE ET AL., USING
BEHAVIORAL SCIENCE TO IMPROVE CRIMINAL JUSTICE OUTCOMES: PREVENTING FAILURES TO
APPEAR IN COURT 4 (2018), https://www.courthousenews.com/wp-content/uploads/
2018/01/crim-just-report.pdf [https://perma.cc/PF78-EFZ4]; Russell Ferri, The Benefits of
Live Court Date Reminder Phone Calls During Pretrial Case Processing, 18 1.
EXPERIMENTAL CRIMINOLOGY 149, 16465 (2022).

110 Fishbane, Ouss & Shah, supra note 60, at 1; Cooke et al., supra note 109, at 4.

11 Marje Potel-Saville & Mathilde Da Rocha, From Dark Patterns to Fair Patterns?
Usable Taxonomy to Contribute Solving the Issue with Countermeasures, in PRIVACY
TECHNOLOGIES AND POLICY 145, 146—47 (Kai Rannenberg, Prokopios Drogkaris & Cédric
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Day and Abbey Stemler note that dark patterns aim to monopolize individuals’
time, trick individuals to spend more money, increase a firm’s profits, and
extract personal information from users, amongst others.!!2 In contrast to
benevolent nudges, dark patterns decrease individuals’ welfare.!13 Dark patterns
arise in an array of user interfaces and user designs, such as websites, mobile
apps, and games.!!* They deploy dark nudges and increase sludge to achieve
desired outcomes.!!> Different categories of dark patterns exist, such as
nagging, obstruction, sneaking, interface interference, forced actions, scarcity,
and urgency.!16

Begin with nagging, which involves repetitive prompts, reminders, or pop-
ups to do something that benefits the choice architect, such as turning on
notifications or location services.!!7 This technique misdirects an individual’s
focus or attention, which introduces additional friction in the decision-making
process and frustrates users.!!® The goal of nagging is simple and intuitive:
overwhelm the user with repetitive requests until they relent.!1?

Lauradoux eds., 2024), Colin M. Gray, Jingle Chen, Shruthi Sai Chivukula & Liyang Qu,
End User Accounts of Dark Patterns as Felt Manipulation, 5 PROCS. ACM ON HUM.-
COMPUT. INTERACTION 4 (2021); Harry Brignull, Dark Patterns: Deception vs. Honesty in
UI Design, LIST APART (Nov. 1, 2011), https://alistapart.com/article/dark-patterns-dec
eption-vs-honesty-in-ui-design/ [https://perma.cc/X6H7-KCDK]; Harry Brignull, Dark
Patterns: Inside the Interfaces Designed to Trick You, VERGE (Aug. 29, 2013),
https://www.theverge.com/2013/8/29/4640308/dark-patterns-inside-the-interfaces-designed
-to-trick-you [https://perma.cc/3ZQV-LVE]].

112 Gregory Day & Abbey Stemler, Are Dark Patterns Anticompetitive?, 72 ALA. L.
REV. 1, 6 (2020).

13 14.: Amit Zac, Yu-Chun Huang, Amédée von Moltke, Christopher Decker & Ariel
Ezrachi, Dark Patterns and Consumer Vulnerability, BEHAV. PUB. PoL’Y 1, 2 (2025),
https://www.cambridge.org/core/journals/behavioural-public-policy/article/dark-patterns-
and-consumer-vulnerability/8§3EF6347CCB19EDA195C54229D34D3A8
[https://doi.org/10.1017/bpp.2024.49].

114" Baroni, Puska, Salgado & Periera, supra note 8, at 1-2.

115 Tim Kollmer & Andreas Eckhardt, Dark Patterns: Conceptualization and Future
Research Directions, 65 BUS. & INFO. SYS. ENG’G 201, 203 (2023).

116 Luguri & Strahilevitz, supra note 3, at 53 (offering these seven categories); Gray,
Kou, Battles, Hoggatt & Toombs, supra note 11, at 5 (providing five categories of dark
patterns); Hung, supra note 10, at 2487—-88 (providing these seven categories of dark
patterns); Johanna Gunawan, Cristiana Santos & Irene Kamara, Redress for Dark Patterns
Privacy Harms? A Case Study on Consent Interactions, PROCS. 2022 SyMp. ON COMPUT.
Scr. & L. 181, 189.

17 Hung, supra note 10, at 2489-501 (providing these examples).

118 Christof van Nimwegen & Jesse de Wit, Shopping in the Dark: Effects of Platform
Choice on Dark Pattern Recognition, in HUMAN-COMPUTER INTERACTION: USER
EXPERIENCE AND BEHAVIOR 465 (Masaaki Kurosu ed., 2022).

19 Christian Voigt, Stephan Schlogl & Aleksander Groth, Dark Patterns in Online
Shopping: Of Sneaky Tricks, Perceived Annoyance and Respective Brand Trust, in 12783
LECTURE NOTES IN COMPUTER SCIENCE 143, 147 (Fiona Fui-Hoon Nah & Keng Siau eds.,
2021).
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Obstruction, for its part, aims to prevent individuals from achieving an
objective, such as cancelling a subscription or deleting an account.!20 Examples
of obstruction include roach motels—meaning one-click subscriptions that are
very difficult to cancel—and immortal accounts—meaning accounts that are
difficult or impossible to delete.!2! Obstructive tactics also include websites that
“[hide] the option to deny consent” to cookies and tracking, and instead offer
users the choice to learn more about the information that is tracked.122

Sneaking refers to an array of strategies that hide information to maximize
profits: concealing costs that appear only at the payment stage, tricking
individuals into forced subscriptions, and using bait-and-switch mechanisms
that inform purchasers that they unlocked some unrelated service they do not
want.!123 Some shopping websites add items to an individual’s shopping cart
surreptitiously and require them to opt-out of the purchase; a mechanism that
leverages one’s status quo bias to increase revenue.!24

Interface interference implies that a choice architect alters the user interface
in a manner that manipulates a user to select certain options.!2> Typical
examples of interface interference include disguised ads that appear to be part
of a website, large colorful buttons that misdirect the user to select
disadvantageous options, and pre-selected default choices that decrease user
privacy.126

Confirmshaming—which exploits users’ emotions to push them towards a
specific choice—is another type of interface interference.!?” For instance, social
media companies may mention that a user’s friends will miss them if they close
their account, or websites may mention that an individual will miss out on
discounts if they unsubscribe from an email campaign.!?8 Confirmshaming

120 Luguri & Strahilevitz, supra note 3, at 49.

121 14 at 53; Wen-Ting Yang & Mark Leiser, llluminating Manipulative Design: From
“Dark Patterns” to Information Asymmetry and the Repression of Free Choice Under the
Unfair Commercial Practices Directive, 34 LOY. CONSUMER L. REV. 484,491 (2022).

122" Than Htut Soe, Oda Elise Nordberg, Frode Guribye & Marija Slavkovik,
Circumvention by Design - Dark Patterns in Cookie Consent for Online News Outlets,
Procs. 11TH NORDIC CONF. ON HUM.-COMPUT. INTERACTION (2020).

123 Luguri & Strahilevitz, supra note 3, at 53.

124 See Toannis Stavrakakis, Andrea Curley, Dympna O’Sullivan, Damian Gordon &
Brendan Tierney, A Framework of Web-Based Dark Patterns That Can Be Detected
Manually or Automatically, 14 INT’L J. ADVANCES INTELLIGENT SYS. 36, 39 (2021).

125 Colin M. Gray, Cristiana Santos, Nataliia Bielova, Michael Toth & Damian
Clifford, Dark Patterns and the Legal Requirements of Consent Banners: An Interaction
Criticism Perspective, 2021 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 2—4.

126 See jd. at 2; Wilson, supra note 5, at 1070.

127" King & Stephan, supra note 4, at 255 n.12.

128 See Richard Whittle & Stuart Mills, Hard-to-Cancel Subscriptions: A Preliminary
Exploration of Using Generative Al as a Behavioural Auditing Sidekick, at 3—4 (Apr. 5,
2025), https://ssrn.com/abstract=5206138 [https://perma.cc/FW7L-L4AS].
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attempts to instill a sense of guilt to dissuade users from making beneficial
choices.!2?

Forced actions imply that users must “complete certain actions to access
specific functionality.”130 The need to purchase a subscription to remove ads,
mandatory membership to access a website or app, and cookie walls that require
users to relinquish privacy to access a website are all examples of forced
actions.!3! Social media services also employ certain forms of forced actions to
recruit more users and maximize network effects.!32 For instance, they may
engage in “address book leeching” where an individual grants a social media
service access to their contacts to gain more users.!33

Scarcity cues are a tactic where websites communicate an item’s limited
availability so that individuals make impulsive purchases.!34 Scarcity cues
attempt to inflate an item’s perceived value for users.!33 Ray Sin and colleagues
note that three types of scarcity cues exist.!3¢ First, “time-related scarcity”
implies that websites indicate that certain items are available only for a limited
time.137 Second, “quantity scarcity” occurs when a website informs individuals
that only a few items remain.!38 Third, “demand-related scarcity” takes place
when a website states that many individuals wish to purchase the same item.!39
Typical examples of scarcity cues include airline websites that indicate “Hurry!
Only one seat left at this price!” or hotel websites that mention the number of
individuals who wish to reserve the same room. 140

129 See Kiemute Oyibo, The Influence of User Knowledge and Usage Behaviour on
Decision-Making and Perceived Reputation of Streaming Sites that Use Dark Patterns,
BEHAV. & INFO. TECH.,, at 2 (Feb. 2, 2025), https://www.tandfonline.com/doi/
full/10.1080/0144929X.2024.2447475# [https://doi.org/10.1080/0144929X.2024.2447475]
(noting that confirmshaming aims to instill a sense of guilt so that users make certain
choices); Gaurav Lalsinghani, Left in the Dark: Evaluating the FTC’s Limitations in
Combatting Dark Patterns, 39 BERKELEY TECH. L.J. 1463, 1471 (2024).

130 yang & Leiser, supra note 121, at 499.

131 1d. at 499-500.

132 Forced Action: Social Pyramid, UXP2 DARK PATTERNS, https:/darkpatterns.
uxp2.com/patterns-2/forced-action/ [https://perma.cc/LE4G-3JWU].

133 Luguri & Strahilevitz, supra note 3, at 53.
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& PoL’y 23,23 (2019).

135 Kitkowska, supra note 7, at 180; Broeder & Wentink, supra note 134, at 551.
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Shopping: Do They Work and Can Nudges Help Mitigate Impulse Buying?, 9 BEHAV. PUB.
PoL’Y 61, 64 (2022).
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140 See Nathan J. Evans, Think Fast! The Implications of Emphasizing Urgency in
Decision-Making, 214 COGNITION 1, 2 (2021).
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Lastly, urgency comprises tools that instill a sense of emergency amongst
individuals.!*! For instance, websites may use countdown timers to push
consumers to buy items quickly.!42 Others expressly state that a certain item is
part of a limited-time offer.4> Urgency tactics alter an individual’s decision
strategy.!#* They incentivize rapid decision-making and discourage individuals
from exploring alternative options.!4>

B. The Rise and Ubiquity of Dark Patterns

Dark patterns pervade user interfaces and designs.!4¢ A study conducted in
2020 estimated that approximately 95% of 240 popular apps contained a dark
pattern.!47 Researchers observed that some of the most popular apps contained
an average of seven dark patterns, the most common of which were nagging,
false hierarchies (meaning that “one option is more prevalent”), and pre-
selection.'*® They also conducted an online survey as part of the experiment,
which sought to analyze whether users recognized dark patterns.!4® Although
98% of survey participants used their cellphones every day, the vast majority
did not notice dark patterns or were unsure whether they were subject to them.150
The researchers observed that many individuals may not recognize dark patterns
because they are omnipresent and normalized.!3! Other studies have detected
dark patterns in approximately 85% of the 105 websites that they examined.!52
More recently, scholars assessed 200 Japanese mobile apps to determine the

141 See Tlayda Karagoel & Dan Nathan-Roberts, Dark Patterns: Social Media,
Gaming, and E-Commerce, 65 PROCS. HUM. FACTORS & ERGONOMICS SOC’Y ANN. MEETING
752,755 (2021).

142 vibhav Singh, Niraj Kumar Vishvakarma & Vinod Kumar, Unveiling Digital
Manipulation and Persuasion in e-Commerce: A Systematic Literature Review of Dark
Pattlegs and Digital Nudging, 23 J. INTERNET COM. 144, 147 (2024).

1d.

144 Evans, supra note 140, at 2.

145 See Praveen Aggarwal, Sung Youl Jun & Jong Ho Huh, Scarcity Messages: A
Consumer Competition Perspective, 40 J. ADVERT. 19, 19 (2011).

146 See Kollmer & Eckhardt, supra note 115, at 201; Akshay Manchekar, Ganesh
Bhutkar & Yohannes Kurniawan, Overview of Dark Patterns, in INTERACTIVE MEDIA WITH
NEXT-GEN TECHNOLOGIES AND THEIR USABILITY EVALUATION 67, 70-73 (Chhaya Santosh
Gosavi, Ganesh Bhutkar, Abhijit Banubakode & Emmanuel Eilu eds., 2024).

147 Linda Di Geronimo, Larissa Braz, Enrico Fregnan, Fabio Palomba & Alberto
Bacchelli, UI Dark Patterns and Where to Find Them: A Study on Mobile Applications and
User Perception, 2020 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 1.

148 1d at 1,3, 6.

149 14, at 6-7.

150 74, at 8.

151 14 ato9.

152 johanna Gunawan, Amogh Pradeep, David Choffnes, Woodrow Hartzog & Christo
Wilson, 4 Comparative Study of Dark Patterns Across Mobile and Web Modalities, 5 PROCS.
ACM ON HUM.-COMPUT. INTERACTION 1, 2 (2021).
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portion that contained dark patterns.!53 Like prior studies, researchers detected
dark patterns in roughly 93% of the apps.!>* Furthermore, the apps contained an
average of four dark patterns.!3>

Manipulative user designs and interfaces have become more prevalent in a
short period. For instance, a study conducted in 2019 used a web crawler to
identify dark patterns in roughly 11,000 online shopping websites.!3¢
Researchers concluded that roughly 11% of the websites contained dark
patterns, the most prevalent of which were forced continuity in the form of
hidden subscriptions and sneaking that resulted in unwanted purchases.!37 The
research indicated that the more popular websites were most likely to use dark
patterns.!3® Furthermore, the researchers noted that the dark patterns exploited
two principal cognitive biases: status quo bias and the framing effect.15° Yet as
discussed above, more recent studies estimate that over 90% of websites and
mobile apps contain dark patterns: findings that point to their growing use and
prevalence.!60

Dark patterns are also effective. Some manipulative user designs and
interfaces drastically increase the likelihood that individuals accept cookies,
which allow websites to track users’ behavior.!! For instance, researchers
concluded that the acceptance rate for privacy-tracking cookies rose from less
than 1% to over 83% when consent was the pre-selected option.!2 Other studies
have reached similar conclusions.!%3 Like in other contexts, pre-selected default
options improve uptake rates significantly.!%4 There are other examples.
Corporations use various dark patterns successfully—such as confirmshaming,

153 Shun Hidaka, Sota Kobuki, Mizuki Watanabe & Katie Seaborn, Linguistic Dead-
Ends and Alphabet Soup: Finding Dark Patterns in Japanese Apps, 2023 CHI CONF. ON
HUM. FACTORS IN COMPUTING SYS. 7.

154 11

155 11

156 Arunesh Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K
Shopping Websites, 3 PROCS. ACM ON HUM.-COMPUT. INTERACTION 1, 2 (2019).

157 Id. at 2, 12.

158 1d. at2.

159 11

160 Dj Geronimo, Braz, Fregnan, Palomba & Bacchelli, supra note 147, at 1; Gunawan,
Pradeep, Choffnes, Hartzog & Wilson, supra note 152, at 16.

161 Midas Nouwens, Ilaria Liccardi, Michael Veale, David Karger & Lalana Kagal,
Dark Patterns After the GDPR: Scraping Consent Pop-Ups and Demonstrating Their
Influence, 2020 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 3.

162 Christine Utz, Martin Degeling, Sascha Fahl, Florian Schaub & Thorsten Holz,
(Un)informed Consent: Studying GDPR Consent Notices in the Field, PROCS. 2019 ACM
SIGSAC CONF. ON COMPUT. & COMMC’NS SEC. 982.

163 See 1da Borberg, René Hougaard, Willard Rafnsson & Oksana Kulyk, “So I Sold
My Soul”: Effects of Dark Patterns in Cookie Notices on End-User Behavior and
Perceptions, 2022 USABLE SEC. & PR1v. SYMmP. 10 (finding that people are more likely to
consent to cookies when the notice nudges them to do so).

164 Jachimowicz, Duncan, Weber & Johnson supra note 93, at 164.



2025] THE DARK PATTERNS OF CRIMINAL JUSTICE 893

obstruction, and forced continuity—so that individuals do not delete their social
media accounts.!65 Researchers have scrutinized account deletion screens that
incorporated dark patterns and surveyed individuals about their account deletion
experience.!% The study elucidated that a high proportion of individuals who
initially sought to delete their account did not do so because they changed their
mind (47.1%), could not find the delete option (17.4%), or gave up because it
was too difficult (16.5%).167 Other dark patterns are especially effective in
online shopping contexts. Urgency and scarcity cues—such as countdown
timers and limited quantity messages—drive impulse-buying: strategies that are
more effective against older persons than younger ones.!® Studies also show
that shopping websites that use scarcity cues and positive testimonials generate
more purchases than those that do not.!6° Yet as Rebecca Abbott and colleagues
note, upwards of 80% individuals who buy things impulsively report negative
feelings, such as regret or shame.!70

Furthermore, many dark patterns influence individuals’ behavior in ways
that they do not realize. Kerstin Bongard-Blanchy and colleagues conducted a
survey study that examined whether individuals were aware that they were
exposed to dark patterns.!”! Approximately 59% of users detected five out of
nine dark patterns.!’2 However, at least half of the participants (51%) did not
notice dark patterns that exert some of the most powerful cognitive force, such
as trick questions, pre-selected options, hidden information, and forced
consent.'3 Roughly 40% of the participants did not notice certain dark patterns,
such as false hierarchies (meaning a pre-selected option that decreases welfare)
and auto-play (meaning content that plays without user action).!74 Indeed, these
examples illustrate how we may be oblivious to dark patterns and overlook how
they shape our lives.

165 Schaffner, Lingareddy & Chetty, supra note 132, at 9, 17.

166 14, at 6-20.

167 Id. at 17.

168 Woon Chee Koh & Yuan Zhi Seah, Unintended Consumption: The Effects of Four
E-Commerce Dark Patterns, CLEANER & RESPONSIBLE CONSUMPTION, Dec. 2023, at 1, 3—4.

169 Qin, Harris, Nilsson & Beck, supra note 136, at §83.

170 Rebecca Abbott et al., The Role of Dark Pattern Stimuli and Personality in Online
Impulse Shopping: An Application of S-O-R Theory, 22 J. CONSUMER BEHAV. 1311, 1311
(2023).

71 Kerstin Bongard-Blanchy et al., “I Am Definitely Manipulated, Even When I Am
Aware of It. It’s Ridiculous!” - Dark Patterns from the End-User Perspective, 2021 ACM
DESIGNING INTERACTIVE SYS. CONF. 768.

172 14, at 769.

173 1d. at 770.
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C. Why Dark Patterns Matter

Despite their omnipresence and normalization, dark patterns matter for
several reasons. First, they can reduce individual and collective welfare.17>
Begin with the former. Dark patterns encourage economically disadvantageous
decisions—such as forced subscriptions and impulsive buying—that decrease
financial wellbeing.!’¢ They may promote addictive behaviors—such as
gambling or endless scrolling—that lower one’s quality of life.!”7 Some social
media apps’ user design and interface can worsen mental health problems, such
as eating disorders and suicidal ideation.!8

In terms of collective welfare, some argue that dark patterns promote anti-
competitive behavior that diminishes societal wellbeing.!” For instance,
Fabiana Di Porto and Alexander Egberts contend that dark patterns reduce
collective welfare in three ways.!80 For one, they contribute to market failures
and increase inefficiency because they result in systemic irrational conduct that
disrupts normal market forces.!8! Additionally, dark patterns promote
widespread distrust in digital markets, which harms companies who act honestly
and with integrity yet are viewed as untrustworthy.!82 Lastly, dark patterns
involve anti-competitive conduct that promotes monopolies because they help
firms gather and misuse data.!83

Second, dark patterns are problematic because they can infringe individuals’
autonomy.!84 Sanju Ahuja and Jyoti Kumar note that dark patterns can
undermine four interrelated aspects of autonomy: agency, freedom of choice,
control, and independence.!35 Dark patterns undercut agency because they alter
information (through tactics that hide, mislead, or confuse), bias some options

175" Mathur, Mayer & Kshirsagar, supra note 17; Potel-Saville & Mathilde Da Rocha,
supra note 111, at 148.

176 See Potel-Saville & Da Rocha, supra note 111, at 148.

177 Fabrizio Esposito & Thais Maciel Cathoud Ferreira, Addictive Design as an Unfair
Commercial Practice: The Case of Hyper-Engaging Dark Patterns, 15 EUROPEAN J. RISK
REGUL. 999, 1003-04 (2024); Behavioural Risk Audit of Gambling Operator Platforms,
BEHAV. INSIGHTS TEAM (July 2022), https://www.bi.team/wp-content/uploads/2022/07/
Behavioural-Risk-Audit-of~-Gambling-Operator-Platforms-findings-report-July-2022.pdf
[https://perma.cc/RVZS5-FQDT].

178 Schaffner, Lingareddy & Chetty, supra note 132, at 1.

179 Di Porto & Egberts, supra note 6, at 116; Day & Stemler, supra note 112, at 34—
39.

180 Dj Porto & Egberts, supra note 6, at 116.

181 g

182 11
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184 Sanju Ahuja & Jyoti Kumar, Conceptualizations of User Autonomy Within the
Normative Evaluation of Dark Patterns, ETHICS & INFO. TECH., Dec. 2022, at 1, 1; Marta
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over others, or increase pressure that hinders deliberation.!8¢ They can limit
freedom of choice when they foreclose or restrict certain options—for instance,
through eternal accounts and roach motels—or exert undue pressure to
conform—through confirmshaming and nagging.!87 Dark nudges restrict
control when they impose default outcomes and pre-selected choices that are
inconsistent with individuals’ preferences or require them to disclose private
information without meaningful consent.!88 Lastly, dark patterns corrode
independence because they foster reliance on websites, apps, or habits, all of
which undercut self-control and autonomy.!8°

Third, dark patterns are problematic because they involve unethical
behavior that sets back individuals’ interests.!%0 For instance, dark patterns
typically involve trickery, manipulation, lying, misrepresentations, omissions,
and exploitation.!! In the worst cases, the unethical conduct associated with
dark patterns can be illegal.!92 Some dark patterns amount to fraud.!?3 Others
involve conduct that could be characterized as deceptive or unfair commercial
practices.!94

Given these realities, lawmakers and regulators have devoted increasing
attention to dark patterns and have prohibited them in various forms.!%> For
instance, California’s Consumer Privacy Act states that “agreement obtained
through use of dark patterns does not constitute consent.”1%¢ The Federal Trade
Commission (FTC) reached a $100 million settlement with Vonage (a
telecommunications corporation) that was alleged to have used dark patterns.!97
More specifically, Vonage was accused of violating the FTC Act and the
Restoring Online Shoppers’ Confidence Act (ROSCA) because they employed
dark patterns such as roach motels and sneaking.!%8

186 1d. at 10-11.

187 Id. at 11.

188 See id. at 11-12.
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(Nov. 30, 2023), https://www.tzlegal.com/news/recent-ftc-report-shows-increase-in-dark-
patterns/ [https://perma.cc/63KP-RFNV].

California Consumer Privacy Act of 2018, CAL. C1v. CODE § 1798.140 (h); see also
Danyang Li, The FTC and the CPRA’s Regulation of Dark Patterns in Cookie Consent
Notices, 1 U CHI. BUs. L. REV. 561, 56364 (2022).
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with Vonage, COVINGTON & BURLING LLP (Nov. 14, 2022), https://www.cov.com/en/news-
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Fourth, like administrative burdens and sludge, dark patterns can impose
significant psychological costs onto individuals.!%® For instance, these
manipulative forms of choice architecture can trigger feelings of anger,
helplessness, frustration, stress, and annoyance.290 Maximilian Meier and
Rikard Harr note that individuals may experience anxiety when dark patterns
affect privacy.20! Dark patterns can also corrode individuals’ trust in websites
and in organizations.292 As discussed above, individuals who are subject to dark
patterns and engage in welfare-reducing conduct—such as impulse-buying or
endless scrolling—may feel shame and regret.203 Individuals may feel guilty
and anxious when social media companies employ nagging tactics that portray
the app or subscription as a human agent with emotions.2%4 Examples include
unused apps that send notifications with messages such as “I miss you” that
pressure users into engagement.203

IV. THE DARK PATTERNS OF CRIMINAL JUSTICE

Whether we notice it or not, the equivalent of dark patterns permeate the
criminal justice process.2%0 This Part offers three examples of dark patterns in
criminal justice: exploding offers in plea-bargaining, legal financial obligations,
and criminal record expungements. In doing so, it lays the groundwork for the
next Part’s novel law reform mechanisms—such as sludge audits, behavioral
audits, and consent decrees—that aim to prevent and remedy the criminal justice
system’s dark patterns.
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201 14 at 186.

202 J4. at 179; Toi Kojima et al., Are Dark Patterns Self-Destructive for Service
Providers? Revealing Their Impacts on Usability and User Satisfaction, in HCI IN BUSINESS,
GOVERNMENT AND ORGANIZATIONS 66, 76 (Fiona Fui-Hoon Nah & Keng Leng Siau eds.,
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conceptions of dark patterns are limited to online contexts and explaining the value of
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A. Exploding Offers in Plea-bargaining

De facto dark patterns underpin exploding offers: a coercive plea-
bargaining tactic that encourages defendants to plead guilty.297 The term
“exploding offer” implies that prosecutors advance a lucrative plea deal that
expires quickly.208 Exploding offers are one-time deals.2%? In some cases, the
offer expires within hours, which exerts enormous pressure on defendants to
plead guilty as soon as possible to receive a low sentence.210

Exploding offers are objectionable for several reasons. They can distort the
factual accuracy of guilty pleas and result in wrongful convictions.2!! Exploding
offers tend to occur at the earliest point in the plea-negotiation process when
evidentiary disclosure is at its lowest.2!2 In Brady v. Maryland, the Supreme
Court decided that prosecutors must disclose material exculpatory evidence to
defendants before trial.213 Yet circuit courts of appeal are divided on whether
prosecutors must disclose such evidence during the plea-bargaining phase.2!4 In
many jurisdictions, defendants may enjoy little to no evidentiary disclosure in
the plea-bargaining process.2!5 Defendants may plea bargain with minimal
information about the strength of the prosecutor’s case, while prosecutors may
be incentivized to withhold exculpatory evidence to secure a guilty plea.216
Conversely, prosecutors who issue an exploding offer may not have conducted

207 Terry Skolnik, Criminal Justice and the Erosion of Constitutional Rights, 66 B.C.
L.REV. 1679, 1727-28 (2025) (describing these coercive plea-bargaining practices).

208 Russell D. Covey, Fixed Justice: Reforming Plea Bargaining with Plea-Based
Ceilings, 82 TUL. L. REV. 1237, 1281-82 (2008).

209 14 at 1281 (noting that exploding offers are “one-time offers”).

210 Russell D. Covey, Plea Bargaining and Price Theory, 84 GEO. WASH. L. REV. 920,
946 (2016); Miko M. Wilford, Annabelle Shestak & Gary L. Wells, Plea Bargaining, PSYCH.
Scr. & L. 266, 280 (2019).

211 Jenia 1. Turner, Plea Bargaining and Disclosure in Germany and the United States:
Comparative Lessons, 57 WM. & MARY L. REV. 1549, 1552-53 (2016) (noting that lack of
evidentiary disclosure can contribute to wrongful convictions); Oren Gazal-Ayal, Partial
Ban on Plea Bargains, 27 CARDOZO L. REV. 2295, 2297, 230405 (2006).

212 Carissa Byrne Hessick, Response, The Real Problem with Plea Bargaining, 101
TEX. L. REV. ONLINE 123, 137 (2022).

213 Michael Nasser Petegorsky, Plea Bargaining in the Dark: The Duty to Disclose
Exculpatory Brady Evidence During Plea Bargaining, 81 FORDHAM L. REV. 3599, 3602
(2013).

214 14, at 3602.

215 John G. Douglass, Fatal Attraction? The Uneasy Courtship of Brady and Plea
Bargaining, 50 EMORY L.J. 437, 452-53 (2001). However, prosecutors may still disclose
some material evidence during the plea-bargaining phase even when they are not
constitutionally required to do so. See Corinna Barrett Lain, Accuracy Where It Matters:
Brady v. Maryland in the Plea Bargaining Context, 80 WASH. U. L.Q. 1, 67 (2002).

216 Gabriella Castellano, The “Critical Stage” of Plea-Bargaining and Disclosure of
Exculpatory Evidence, 65 N.Y.L. SCH. L. REV. 105, 117 (2020).
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a thorough investigation of the defendant’s case.2!” Furthermore, defendants
may not have had a proper opportunity to consult with their attorney and explore
alternate options because exploding offers are made so early in the plea-
bargaining process.2!8

Exploding offers combine the de facto dark patterns of scarcity cues,
obstruction, urgency, and confirmshaming. First, as one-time deals, exploding
offers incorporate time-related scarcity cues that compress defendants’
decision-making time window and increase the perceived value of a guilty
plea.2!® Second, exploding offers involve a form of obstruction that resembles
“price-comparison prevention,” a dark pattern that deters users from evaluating
competing options.?20 Given the opacity of plea-bargaining, defendants cannot
generally determine the typical plea discount rate.?2! Jurisdictions generally
lack plea-bargaining databases that would allow defendants to compare the
value of an exploding offer to the types of plea discounts that other defendants
typically receive.222 This form of obstruction may push defendants to accept
exploding offers because they cannot assess their relative value. Third,
exploding offers also use urgency to secure guilty pleas.223 The essence of an
exploding offer is that defendants must act quickly so that they do not lose a
major benefit.224 Fourth, prosecutors may also confirmshame defendants who
are reluctant to accept an exploding offer. They may ask whether defendants are
sure that they want to serve harsher sentences away from their families or lose
out on a lucrative discount—strategies that exploit feelings of guilt, regret, or
insecurity.22

Prosecutors can also leverage other de facto dark patterns to make exploding
offers more powerful. Perhaps most importantly, prosecutors can use pre-trial
detention as a form of inferface interference that limits defendants’ abilities to
consult with their attorneys, and restricts pro se defendants’ capacities to

217" Molly J. Walker Wilson, Defense Attorney Bias and the Rush to the Plea, 65 U.
KaN.L.REV. 271,271 (2016).

218 Michael M. O’Hear, Plea Bargaining and Procedural Justice, 42 GA. L. REV. 407,
430, 453 (2008); see also Cynthia Alkon, Hard Bargaining in Plea Bargaining: When Do
Prosecutors Cross the Line?, 17 NEV. L. J. 401, 408 (2017).

219 See Sin, Harris, Nilsson & Beck, supra note 136, at 64; see also Rebecca W.
Hamilton & A. R. Shaheen Hosany, On the Strategic Use of Product Scarcity in Marketing,
51J. ACAD. MKTG. ScI. 1203, 1204 (2023).

220 Luguri & Strahilevitz, supra note 3, at 53; Yang & Leiser, supra note 121, at 492.

221 Turner, supra note 104, at 993.

222 14, at 978.

223 See Singh, Vishvakarma & Kumar, supra note 142, at 147.

224 Covey, supra note 208, at 1281.

225 Alexandra Natapoff, Speechless: The Silencing of Criminal Defendants, SON.Y.U.
L. REV. 1449, 1482 (2005) (noting that defendants may plead guilty to spare their family
members from prosecution and to reduce the time spent away from family members); John
H. Blume & Rebecca K. Helm, The Unexonerated: Factually Innocent Defendants Who
Plead Guilty, 100 CORN. L. REV. 157, 174-75 (2014).
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prepare their defense.226 Or, prosecutors may offer immunity to defendants if
they snitch on their accomplices; a form of forced action that pushes defendants
to cooperate if they wish to receive certain benefits.227 This type of forced action
can also involve social pyramid tactics 2?8 Defendants are encouraged to reveal
their accomplices that the State can investigate, offer immunity in return for
information, and progressively target higher-ups in the organization.22° Like
how social media websites can trick users into disclosing their friends and
acquaintances to enjoy certain benefits, prosecutors may engage in analogous
tactics to prosecute criminal organizations more effectively.230

B. Legal Financial Obligations

Legal financial obligations (LFOs) offer a second example of de facto dark
patterns in the criminal justice system.23! The term “legal financial obligation”
refers to financial penalties that are imposed when individuals commit crimes
or regulatory offenses.232 Examples of legal financial obligations include fines,
fees, surcharges, and recoupment, as well as additional financial penalties when
individuals do not pay their criminal justice debts.233 Legal financial obligations
are ubiquitous.?34 And their use continues to grow.235 According to some
estimates, individuals owe roughly $110 billion of criminal justice debts, $100

226 Crystal S. Yang, Toward an Optimal Bail System, 92 N.Y.U. L. REV. 1399, 1419
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EXPERIENCE AND BEHAVIOR 467 (Masaaki Korosu Ed., 2022) (describing social pyramid
tactics).
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billion of which cannot be recuperated because individuals cannot afford to pay
them.23¢

LFOs are problematic for many reasons. First, they can enmesh individuals
in poverty and homelessness.237 Unpaid fines can result in additional fees and
penalties that snowball rapidly, and ultimately, exceed the costs of the initial
fine.238 Some object that legal financial obligations result in the equivalent of
indeterminate sentences for indigent persons.23® More specifically, a significant
portion of individuals cannot afford to pay their criminal justice debts and will
perpetually be bound by them.240 Second, LFOs are objectionable because they
violate proportionality constraints in sentencing.24! Financial penalties
disproportionately impact indigent defendants given their lower income
levels.242 Criminal justice debts can result in “poverty penalties,” meaning that
individuals face harsher punishments because they are indigent and not because
their conduct was more blameworthy.243 Indigent persons who cannot afford to
pay their fines may receive additional fees, face civil asset forfeiture, or may be
jailed: consequences that affluent defendants can avoid.244 Third, legal financial
obligations create perverse incentives for governments and police
departments.24> Police officers are encouraged to over-enforce certain types of
offenses to generate revenue, rather than prevent harm or increase public
safety.24¢ Fourth, legal financial obligations raise discrimination concerns
because they disproportionately impact persons of color.24’ For instance, the
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237 TERRY SKOLNIK, HOMELESSNESS, LIBERTY, AND PROPERTY 107—08 (2024).

238 Beth A. Colgan, Reviving the Excessive Fines Clause, 102 CALIF. L. REV. 277, 286
(2014); Wayne A. Logan & Ronald F. Wright, Mercenary Criminal Justice, 2014 U. ILL. L.
REV. 1175, 1177 (2014).

239 R.v. Boudreault, 2018 SCC 58 (Can.), Y 76-79; Terry Skolnik, Beyond
Boudreault: Challenging Choice, Culpability, Punishment, 50 CRIM. REPS. 283, 283 (2019).

240 Maria Katarina E. Rafael & Chris Mai, Understanding the Burden of Legal
Financial Obligations on Indigent Washingtonians, SOC. SCIS., Jan. 2022, at 1, 2-3; see also
Spearlt, Shackles Beyond the Sentence: How Legal Financial Obligations Create a
Permanent Underclass, 1 IMPACT 46, 46 (2015).

241 Terry Skolnik, Rethinking Homeless People’s Punishments, 22 NEW CRIM. L. REV.
73, 84-88 (2019); Colgan, supra note 232, at 55-61.

242 Neil L. Sobol, Fighting Fines & Fees: Borrowing from Consumer Law to Combat
Criminal Justice Debt Abuses, 88 U. COLO. L. REV. 841, 873-74 (2017).

243 Neil L. Sobol, Charging the Poor: Criminal Justice Debt & Modern-Day Debtors’
Prisons, 75 MD. L. REV. 486, 518 (2016).

244 11

245 Eisha Jain, Capitalizing on Criminal Justice, 67 DUKE L. J. 1381, 1405 (2018);
Logan & Wright, supra note 238, at 1186, 1195.

246 See Tia Lee Kerkhof, Small Fines and Fees, Large Impacts: Ability-to-Pay
Hearings, 95 S. CAL. L. REV. 447, 45657 (2021).

247 Id. at 457-58; Bryan L. Adamson, Debt Bondage: How Private Collection
Agencies Keep the Formerly Incarcerated Tethered to the Criminal Justice System, 15 NW.
J.L. & Soc. PoL’Y 305, 318-19 (2020); Rafael & Mai, supra note 240, at 10.
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Department of Justice’s investigation into the Ferguson Police Department
revealed that officers disparately enforced low-level offenses against Black
persons to increase city revenue.248

Legal financial obligations incorporate a series of de facto dark patterns:
hidden costs, forced continuity, roach motels, immortal accounts, and nagging.
First, legal financial obligations may involve hidden costs that entrench
individuals in poverty.24® In some jurisdictions, unpaid fines can result in
numerous fees that aim to recoup justice system costs.?>0 Yet individuals may
not be informed that they must pay additional fees or penalties or understand
why they were imposed.?>! Similarly, some surveys show that many individuals
do not know that their driver’s license was suspended or grasp the reasons for
the suspension.232 Other information deficits compound the effects of hidden
costs. Individuals may have no idea that they can apply for fee waiver requests
or explore payment plans for their criminal justice debts, which can lead to
additional unanticipated costs that rise rapidly.2>3 They may not understand that
they can be incarcerated—or face other consequences—if they do not pay their
fines.25% And they may not know that they are entitled to an ability to pay
hearing (or Bearden hearing) to avoid incarceration when they cannot pay a fine
due to indigence: a constitutional right that some courts have disregarded.255

Second, legal financial obligations can incorporate the dark pattern of
forced continuity that exacerbates criminal justice debt.25¢ Individuals who
cannot afford to pay their fines may be enrolled into monthly payment
processing charges, which resembles recurring subscription fees from which

248 U.S. DEP’T OF JUST., C.R. DIv., INVESTIGATION OF THE FERGUSON POLICE
DEPARTMENT 2, 4-5 (2015).

249 Luguri & Strahilevitz, supra note 3, at 53 (describing sneaking and hidden costs).

250 O’Hear, supra note 232, at 1183; ACLU, A POUND OF FLESH: THE
CRIMINALIZATION OF PRIVATE DEBT 26-27, 29-30 (2018).

251 Devon King, Towards an Institutional Challenge of Imprisonment for Legal
Financial Obligation Nonpayment in Washington State, 90 WASH. L. REV. 1349, 1363
(2015); Alexes Harris, Mary Pattillo & Bryan L. Sykes, Studying the System of Monetary
Sanctions, 8 RSFJ. Soc. Scis. 1,4 (2022) (citing R. Barry Ruback, Stacy N. Hoskins, Alison
C. Cares & Ben Feldmeyer, Perception and Payment of Economic Sanctions: A Survey of
Offenders, FED. PROB., Dec. 2006, at 26, 28).

252 Brandon L. Garrett, Karima Modjadidi & William Crozier, Undeliverable:
Suspended Driver’s Licenses and the Problem of Notice, 4 UCLA CRIM. JUST. L. REv. 185,
192 (2020).

253 Breanne Pleggenkuhle, Kimberly R. Kras & Beth M. Huebner, Twice Punished:
Perceived Procedural Fairness and Legitimacy of Monetary Sanctions, 37 J. CONTEMP.
CRIM. JUST. 88, 95 (2021).

254 King, supra note 251, at 1363.

255 Kerkhof, supra note 246, at 479; Skolnik, supra note 241, at 79.

256 Luguri & Strahilevitz, supra note 3, at 53 (describing forced continuity).
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they cannot opt-out.257 They can be incarcerated for non-payment or may be
forced to pay daily recoupment fees.2>® In other cases, individuals’ wages are
garnished.?’® These fees can be imposed automatically without assessing an
individual’s capacity to pay.2¢0 Like websites that surreptitiously enroll
individuals into paid subscriptions or sneak items into their baskets, jurisdictions
may impose hidden fees or periodically withdraw money from individuals’ bank
accounts.26!

Third, legal financial obligations can result in roach motels (or cancellation
barriers), where individuals easily accumulate criminal justice debts that are
difficult if not impossible to pay.262 Like how corporations can facilitate one-
click subscriptions that are challenging to cancel and maximize corporate
profits, jurisdictions can impose barriers that limit individuals’ ability to pay
their criminal justice debts to increase government revenue.263 Some
jurisdictions reject partial payments of legal financial obligations and require
them to be paid in full, which results in longer periods of indebtedness.264
Indigent individuals may be unable to pay the entire amount of a fine, let alone
a partial amount.265 Governments may impose other obstacles.2% Jurisdictions
may require individuals to appear in court to resolve their criminal justice debts,
which creates meaningful access to justice barriers.267 Individuals may be

257 Karin D. Martin, Bryan L. Sykes, Sarah Shannon, Frank Edwards & Alexes Harris,
Monetary Sanctions: Legal Financial Obligations in US Systems of Justice, 1 ANN. REV.
CRIMINOLOGY 471, 473 (2018); Beth A. Colgan, The Excessive Fines Clause: Challenging
the Modern Debtors’ Prison, 65 UCLA L. Rev. 2, 50 (2018).

258 Colgan, supra note 257, at 50.

259 Alex Kornya, Danica Rodarmel, Brian Highsmith, Mel Gonzalez & Ted Mermin,
Crimsumerism: Combating Consumer Abuses in the Criminal Legal System, 54 HARV. C.R.-
C.L.L.REv. 107, 140-41 (2019).

260 Helen A. Anderson, Penalizing Poverty: Making Criminal Defendants Pay for
Their Court-Appointed Counsel Through Recoupment and Contribution, 42 U. MICH. J.L.
REFORM 323,325 (2009).

261 ML.R. Leiser & Mireille M. Caruana, Dark Patterns: Light to Be Found in Europe’s
Consumer Protection Regime, 10 J. EUROPEAN CONSUMER & MKT. L. 237, 240 (2021)
(describing forced continuity).

Luguri & Strahilevitz, supra note 3, at 53 (describing obstruction).

263 See Rosenbloom, supra note 7, at 147.

264 Devon W. Carbado, Predatory Policing, 85 UMKC L. Rev. 545, 557-58 (2017);
U.S. DEP’T OF JUST., C.R. D1v., supra note 248, at 42, 53; CAL. REINVESTMENT COAL.,
UNHOLY ALLIANCE: CALIFORNIA COURTS’ USE OF PRIVATE DEBT COLLECTORS 23 (2018).

265 Rafael & Mai, supra note 240, at 2-3.

266 Ashley Sheil, Gunes Acar, Hanna Schraffenberger, Raphaél Gellert & David
Malone, Staying at the Roach Motel: Cross-Country Analysis of Manipulative Subscription
and Cancellation Flows, 2024 CHI CONF. ON HUM. FACTORS COMPUTING SYS. 2 (describing
cancellation barriers) [hereinafter Sheil et al.]; Carter McCants, Canceling Difficult
Cancellation: An Analysis of Recent Regulatory Efforts to Make Canceling Subscriptions
Easier, 14 WM. & MARY BUS. L. REV. 463, 470-71 (2023).

267 Sarah Shannon et al., The Broad Scope and Variation of Monetary Sanctions:
Evidence from Eight States, 4 UCLA CRIM. JUST. L. REV. 269, 275 (2020).
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unable to appear in court because they must work during the day, manage
childcare responsibilities, or lack access to public transportation.268

Fourth and interrelatedly, legal financial obligations can impose the
equivalent of two types of immortal accounts for indigent persons. financial life
sentences and eternal criminal records.2% Previous parts showed how social
media companies may allow individuals to create accounts that they cannot
terminate, which raises autonomy, privacy, and dignity-related concerns.270
Similarly, indigent persons who accumulate poverty penalties may face
insurmountable criminal justice debt that leads to a financial life sentence.27!
Legal financial obligations can also result in an unending criminal record that
individuals cannot seal or destroy.2’2 Some jurisdictions require individuals to
pay off their criminal justice debts to expunge their criminal record: a form of
forced action discussed more below.273 Yet individuals who cannot afford to
pay their fines may be burdened by an eternal criminal record that limits access
to housing, employment, education opportunities, and more.274

Fifth, legal financial obligations can result in nagging. Local governments
and collection agencies may phone individuals and send payment reminder
letters to recuperate unpaid fines.2’> They may repeatedly threaten individuals
with arrests and incarceration if they do not pay off their criminal justice
debts.276 This form of nagging can instill significant fear and anxiety.2”’
Individuals may worry that they will be unable to financially support their
children or families if they are arrested or incarcerated.?’® They may feel
hopeless because they are stuck in an endless cycle of criminal justice debt.27?

268 1q

269  Dominique Kelly & Victoria L. Rubin, Identifying Dark Patterns in User Account
Disabling Interfaces: Content Analysis Results, SOC. MEDIA + SOC’Y, Jan.—Mar. 2024, at 1,
10; JAMES B. JACOBS, THE ETERNAL CRIMINAL RECORD 8 (2015).

270 See supra Part IT1I(A).

271 §kolnik, supra note 239, at 283; Ann Cammett, The Shadow Law of Child Support,
102 B.U. L. REV. 2237, 2280 (2022).

272 JacoBs, supra note 269, at 8.

273 Michael Ostermann, Nathan W. Link & Jordan M. Hyatt, Reframing the Debate on
Legal Financial Obligations and Crime: How Accruing Monetary Sanctions Impacts
Recidivism, 62 CRIMINOLOGY 331, 338 (2024).

274 See infra Part IV(C).

275 Kornya et al., supra note 259, at 140—41.

276 Beth A. Colgan, Paying for Gideon, 99 Iowa L. REV. 1929, 1937 (2014); Sobol,
supra note 242, at 867-68; Alexes Harris, Heather Evans & Katherine Beckett, Drawing
Blood from Stones: Legal Debt and Social Inequality in the Contemporary United States,
115 AM. J. Socro. 1753, 1759 (2010); ALICIA BANNON, MITALI NAGRECHA & REBEKAH
DILLER, CRIMINAL JUSTICE DEBT: A BARRIER TO REENTRY 2 (2010).

277 ACLU, supra note 250, at 26.

278 Alexes Harris & Tyler Smith, Monetary Sanctions as Chronic and Acute Health
Stressors: The Emotional Strain of People Who Owe Court Fines and Fees, 8 RSF J. Soc.
Scis. 36, 4647 (2022).

279 Wayne A. Logan, What the Feds Can Do to Rein in Local Mercenary Criminal
Justice, 2018 U.ILL. L. REV. 1731, 1739 (2018).
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And they may forgo basic necessities like food or medication to pay their
fines.280 These examples illustrate how several de facto dark patterns—hidden
fees, forced conmtinuity, roach motels, immortal accounts, and nagging—
underpin the enduring nature of criminal justice debts.

C. Criminal Record Expungements

Criminal record expungements offer a third example of dark patterns in the
criminal justice system. In most states, defendants can apply to expunge (or seal)
their criminal record after a certain period, which conceals this information from
landlords, employers, and other entities.28! Expungements are crucial due to the
collateral consequences of criminal convictions.?82 A criminal record can limit
access to housing, employment, public benefits, child custody, voting,
international travel, occupational licensing, and more.283

Individuals who apply for a criminal record expungement tend to face
significant administrative burdens that decrease uptake rates.?84 Many
individuals are unaware that they can apply for a criminal record
expungement.?85 They may not know how to access their entire criminal history,
and may lack access to information—such as filing dates and arrest dates—that
are necessary to apply.28¢ Individuals who apply for an expungement must often
fill out complicated forms, provide supporting documents, visit police stations
or court houses, take their fingerprints, pay fees, and mail in documentation.287
This sludge explains why the criminal record expungement uptake rate is
notoriously low in many states.288 For instance, under 5% of eligible individuals
receive criminal record expungements in states such as Colorado, Connecticut,

280 14.; Colgan, supra note 257, at 8.

281 Brian M. Murray, Unstitching Scarlet Letters?: Prosecutorial Discretion and
Expungement, 86 FORDHAM L. REV. 2821, 2824 (2018); Prescott & Starr, Clean Slate, supra
note 106, at 28.

282 See e.g., JACOBS, supra note 269, at 227-45.

283 Id. at 6-7, 226; Eisha Jain, Prosecuting Collateral Consequences, 104 GEO. L.J.
1197, 120607 (2016); Danielle R. Jones, When the Fallout of a Criminal Conviction Goes
Too Far: Challenging Collateral Consequences, 11 STAN. J. CR. & C.L. 237, 241-42
(2015).

284 Brian M. Murray, Retributive Expungement, 169 U. PA. L. REV. 665, 667—70
(2021); Skolnik, supra note 35, at 327-28.

285 Pprescott & Starr, Clean Slate, supra note 106, at 31; Riya Saha Shah & Lourdes M.
Rosado, Overcoming Obstacles to Success: Notifying Youth of Their Juvenile Record
Expungement Rights and Eligibility, 2 CRIM. L. PRAC. 59, 59 (2015).

Joy Radice, Access-to-Justice Challenges for Expungement in Tennessee, 30 FED.
SENT’G REP. 277, 278 (2018).

287 See e. g., Prescott & Starr, Expungement, supra note 106, at 2503; Colleen Chien,
Alexandra George, Srihari Shekhar & Robert Apel, Estimating the Earnings Loss Associated
with a Criminal Record and Suspended Driver’s License, 64 ARIZ. L. REV. 675, 689-90
(2022).

288 Prescott & Starr, Expungement, supra note 106, at 2503.
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Missouri, New York, and Washington.289 According to some estimates, 20-30
million eligible persons in the U.S. have not received a criminal record
expungement.290

Eligible individuals may not receive a criminal record expungement for
other reasons. The costs to apply for a criminal record expungement can be
expensive, and depending on the jurisdiction, may vary between $30-$550.291
Prosecutorial and judicial discretion also restrict criminal record expungement.
In some states, individuals can only apply for an expungement if a prosecutor
allows them to file a petition.2®2 In others, prosecutors have the discretion to
deny an individual’s criminal record expungement application before it reaches
a judge.??3 Some jurisdictions allow prosecutors to delay an individual’s
expungement application and request more time to review it.2%4 Yet judges may
still reject an expungement application that prosecutors do not oppose.29>

Various dark patterns may help explain why many eligible individuals—
upwards of 91.2% in several states??® — do not apply for a criminal record
expungement. First, jurisdictions can impose bad defaults that require
individuals to satisfy heavy administrative burdens and opt-in to a criminal
record expungement.?%’ Bad defaults constitute a pre-selected option that is
disadvantageous for individuals and exploits their status quo bias so that they
do not adopt an alternate course of action.2® Like other types of default rules,
bad defaults are a particularly effective dark pattern.2%° Individuals generally do
not stray from default rules, especially if they must overcome significant sludge
to do $0.390 Many jurisdictions continue to impose these types of bad defaults
that disadvantage expungement applicants and are contrary to their
preferences.30!

289 Chien, supra note 81, at 556-57.

290 Alexander L. Burton, Francis T. Cullen, Justin T. Pickett, Velmer S. Burton, Jr. &
Angela J. Thielo, Beyond the Eternal Criminal Record: Public Support for Expungement, 20
CRIMINOLOGY & PUB. POL’Y 123, 124 (2021) (citing Chien, supra note 81, at 523-24).

291 Amy F. Kimpel, Paying for a Clean Record, 112 J. CRIM. L. & CRIMINOLOGY 439,
466-67 (2022).

292 Murray, supra note 281, at 2846—47.

293 11

294 14, at 2846-49.

295 I4 at 2826, 2845 n.142: Murray, supra note 284, at 700; Sonja B. Starr,
Expungement Reform in Arizona: The Empirical Case for a Clean Slate, 52 Ariz. ST. L.J.
1059, 1066 (2020).

See Prescott & Starr, Expungement, supra note 106, at 2502—-04 (noting how
administrative burdens and fees—some of which may not be known to applicants when they
initiate the process—can dissuade criminal record expungement applications).

297 Skolnik, supra note 35, at 327-30.

298 Kitkowska, supra note 7, at 190-91, 194,

299 Id. at 194.

300 Qunstein, supra note 40, at 601-02.

301 Chien, supra note 81, at 539—40.
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A second dark pattern limits uptake rates: sneaking. Like legal financial
obligations, criminal record expungements may impose hidden costs that
individuals only discover late in the application process.392 Although
individuals may be aware that they must pay application fees, they may not
realize that they must pay additional costs to take their fingerprints, obtain court
records, or notarize documents.393 Some jurisdictions add supplemental fees for
each criminal case.3% Governments may impose these hidden fees for the same
reasons as online shopping websites. Like corporations that aim to maximize
profits for shareholders, governments may incorporate these fees to generate
revenue.303

Third, governments may impose cancellation barriers that discourage
criminal record expungement: a form of obstruction described above.3%¢ States
can impose greater administrative burdens to deter criminal record expungement
applications, which ratchets up learning, compliance, and psychological
costs.307 In addition to application fees, complex forms, and documentation
requirements, some jurisdictions require applicants to serve their expungement
application to numerous law enforcement agencies and other entities, such as
the attorney general, and court magistrate 398 Applicants must actively seek out
the names and addresses of these various entities to serve their applications.30?
Yet individuals may have difficulty identifying all the relevant agencies,
locating the relevant contact person, and serving the application.310

Fourth, the criminal record expungement process resorts to forced action—
meaning users must complete certain actions as a precondition to continue a
process—that decreases expungement rates.3!! Some states require individuals
to pay their outstanding criminal justice debts to benefit from an expungement,
which can contribute to low uptake rates.312 The need to pay off outstanding

302 See supra Part IV(B).

303 Katherine Ganick, Increasing Access to Expungements: Expungement Statutes Are
Intended for the Greater Good. But Are They Working?, 98 U. DET. MERCY L. REV. 1, 14—
15 (2020); Kimpel, supra note 291, at 468; Jessica K. Steinberg & Elenore Wade, The
Uptake Puzzle in Expungement of Criminal Records, 100 IND. L.J. 999, 1044 (2025).

304 Amy Myrick, Facing Your Criminal Record: Expungement and the Collateral
Problem of Wrongfully Represented Self, 47 L. & SoC’Y. REV. 73, 81 (2013).

305 Kimpel, supra note 291, at 479.

306 Qheil et al., supra note 266, at 2.

307" Moynihan, Herd & Harvey, supra note 64, at 45-46.

308 Steinberg & Wade, supra note 303, at 1032-33.

309" See id. at 1033.

310 g

311 Luguri & Strahilevitz, supra note 3, at 53 (describing forced action).

312 Kimpel, supra note 291, at 467; Tanner Wakefield, Stella Bialous & Dorie E.
Apollonio, Clearing Cannabis Criminal Records: A Survey of Criminal Record
Expungement Availability and Accessibility Among US States and Washington DC that
Decriminalized or Legalized Cannabis, INT’L J. DRUG POL’Y, Apr. 2023, at 1, 2; Patricia
Riley, Kristine Hamann & Charlotte Bismuth, The Evolving Landscape of Sealing and
Expungement Statutes, A.B.A. CRIM. JUST. MAG., Winter 2024.
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fines can increase the costs of expungement significantly.3!3 Some individuals
must pay thousands of dollars’ worth of unpaid fines to benefit from a criminal
record expungement.314 These realities help explain why many individuals do
not—and cannot—seal their criminal record.

V. COUNTERACTING THE DARK PATTERNS OF CRIMINAL JUSTICE

Three mechanisms can help counteract the dark patterns of criminal justice.
First, sludge audits can identify de facto dark patterns that weaponize sludge
against individuals. Second, behavioral audits can detect the equivalent of dark
patterns in the criminal justice system that sludge audits overlook. Third, given
the results of sludge audits and behavioral audits, law and policymakers can
implement choice architecture initiatives that address manipulative or
exploitative criminal justice system practices.

A. Sludge Audits

Consider first how sludge audits can identify dark patterns in the criminal
justice system that impose administrative burdens and decrease welfare.3!3
Several dark patterns weaponize sludge against individuals, such as roach
motels, forced action, defaults, and obstruction.31® Cass Sunstein notes that
sludge audits attempt to “produce clarity about the magnitude of sludge and to
ensure transparency to relevant others, above all those who are in a position to
reduce sludge.”3!7 Sludge audits aim to ensure that administrative burdens do
not undermine a government program or public benefit’s intended goals.3!8
Scholars and organizations have advanced frameworks, checklists, and
dashboards to identify and reduce sludge within organizations.3!® More

313 Kimpel, supra note 291, at 467.

314 1

315 Cass R. Sunstein, Sludge Audits, 6 BEHAV. PUB. POL’Y. 654, 656; Sunstein, supra
note 62, at 1856—57; SUNSTEIN, supra note 63, at 91-108; DILIP SOMAN, DANIEL COWEN,
NIKETANA KANNAN & BING FENG, SEEING SLUDGE: TOWARDS A DASHBOARD TO HELP
ORGANIZATIONS RECOGNIZE IMPEDANCE TO END-USER DECISIONS AND ACTION 34-36
(2019) [hereinafter SOMAN ET AL.]; Shahab & Lades, supra note 64, at 341-44.

316 Jon M. Garon, Protecting Public Health Amidst Data Theft, Sludge, and Dark
Patterns: Overcoming the Constitutional Barriers to Health Information Regulation, 56
AKRON L. REV. 179, 206, 209—-10 (2023) (describing how dark nudges and dark patterns
incorporate sludge).

Sunstein, supra note 315, at 656.

318 Sunstein, supra note 62, at 1856-57.

319 Michelle S. Rockwell et al., A4 ‘Sludge Audit’ for Health System Colorectal Cancer
Screening Services, AM. J. MANAGED CARE, July 2023, at 1, 7-8 (citing SOMAN ET AL., supra
note 315); see also Section 5: Sludge Audit Checklist, WOMEN’S ENT. ORG. OF CAN.,
https://weoc.ca/survey/section-5-sludge-audit-checklist/ [https://perma.cc/6BN2-ZH4S];
NEW SOUTH WALES GOV’T, NSW BEHAV. INSIGHTS UNIT, THE NSW GOVERNMENT SLUDGE
AUDIT METHOD GUIDE 5 (2024).
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recently, the Organization for Economic Co-operation and Development
(OECD) developed comprehensive guidelines and best practices for sludge
audits.320 Furthermore, some states have enacted legislation—and have created
specialized teams or departments—that attempt to reduce administrative
burdens associated with governmental programs, services, and access to
information.32!

Sludge audits have led to impactful burden reduction initiatives. For
instance, sludge audits helped ameliorate re-enrollment rates for Medicaid and
the Children’s Health Insurance Program (CHIP).322 Many states required
individuals to fill out complex forms and manually re-enroll into Medicaid:
burdens that resemble the dark patterns of obstruction and forced action and led
to loss of medical coverage.323 Furthermore, due to undetected governmental
errors, hundreds of thousands of individuals were un-enrolled from Medicaid:
an unintended form of forced continuity that disadvantaged low-income
individuals.32* A sludge audit identified these problems and implemented
burden reduction efforts to address these shortcomings.32> Government agencies
worked to simplify applications, reduce sludge, and facilitate ex parte renewals
(meaning that the state evaluates Medicaid eligibility based on available

320 OECD, FIXING FRICTIONS: ‘SLUDGE AUDITS’ AROUND THE WORLD: How
GOVERNMENTS ARE USING BEHAVIOURAL SCIENCE TO REDUCE PSYCHOLOGICAL BURDENS
IN PUBLIC SERVICES 67 (2024).

321 See, e.g., Adam M. Samaha, Death and Paperwork Reduction, 65 DUKE L.J. 279,
282,1n.10 (2015) (citing Paperwork Reduction Act, 44 U.S.C. §§ 3501-21 (2012 & Supp. I
2014)),; see also Sarah Ball & Brian W. Head, Behavioural Insights Teams in Practice:
Nudge Missions and Methods on Trial, 49 POL’Y. & POLS. (SPECIAL ISSUE) 105, 107-08
(2021) (providing an overview of behavioral insight units); OFF. OF MGMT. & BUDGET,
EXEC. OFF. OF THE PRESIDENT, M-22-10, IMPROVING ACCESS TO PUBLIC BENEFITS
PROGRAMS THROUGH THE PAPERWORK REDUCTION ACT 2 (2022); OFF. OF MGMT. &
BUDGET, EXEC. OFF. OF THE PRESIDENT, STRATEGIES FOR REDUCING ADMINISTRATIVE
BURDEN IN PUBLIC BENEFIT AND SERVICE PROGRAMS 1 (2022).

322 OFF. OF MGMT. AND BUDGET, EXEC. OFF. OF THE PRESIDENT, TACKLING THE TIME
TAX: MAKING IMPORTANT GOVERNMENT BENEFITS AND PROGRAMS EASIER TO ACCESS 16
(2024).

323 OECD, supra note 320, at 23; see also Bradley Corallo & Jennifer Tolbert,
Understanding Medicaid Ex Parte Renewals During the Unwinding, KFF (Oct. 2, 2023),
https://www kff.org/medicaid/understanding-medicaid-ex-parte-renewals-during-the-
unwinding/ [https://perma.cc/D84J-5CZ2] (showing varying ex parte rates by state); Simon
F. Haeder & Donald P. Moynihan, Most Americans Support Minimizing Administrative
Burdens for Medicaid Recipients as the Public Health Emergency Ends, HEALTH AFFS.
SCHOLAR, July 2023, at 1, 1-2 (stating that reducing administrative burdens has been a focus
for governments following the COVID-19 pandemic); Laura Dague & Rebecca Myerson,
Loss of Medicaid Coverage During the Renewal Process, JAMA HEALTH F., May 2024, at 1,
9 (arguing that administrative burdens can disproportionately affect children in the Medicaid
renewal process).

324 Corallo & Tolbert, supra note 323.

325 OFF. OF MGMT. AND BUDGET, supra note 322, at 14.
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information and auto-enrolls eligible persons to prevent coverage loss).326 As a
result of the sludge audit and ensuing administrative burden reductions, the
national monthly ex parte enrollment rate doubled between April 2023 and April
2024, increasing from 25% to 50%.327 Hundreds of thousands of individuals
were re-enrolled into Medicaid, maintained their medical coverage, and avoided
administrative burdens that decreased uptake rates.328 In many senses, the
reforms eliminated the equivalent of dark patterns and removed their
accompanying sludge.

Sludge audits have also targeted various aspects of the criminal justice
system that impose de facto dark patterns. Begin with the criminal record
expungement process.32? Some sludge audits have identified administrative
burden as one of the main culprits that underpin the “second chance gap,”
meaning the gulf between criminal record expungement eligibility and actual
uptake.330 Recall how the criminal record expungement process can incorporate
numerous de facto dark patterns that weaponize sludge to reduce uptake rates,
such as bad defaults, cancellation barriers, and forced action.33! In response,
these audits have proposed law reforms to reduce administrative burdens and
increase uptake rates that have been implemented in various jurisdictions.332 For
instance, some jurisdictions have adopted clean slate laws that automatically
expunge certain types of criminal convictions: a default enrollment scheme that
optimally removes sludge for applicants.333 Other jurisdictions have eliminated
judicial discretion to block an expungement when the applicant meets statutory

326 14 Jennifer Wagner, Streamlining Medicaid Renewals Through the Ex Parte
Process, CTR. ON BUDGET AND POL’Y PRIORITIES, Mar. 2021, at 1.

327 OFF. OF MGMT. AND BUDGET, supra note 322, at 16.

328 14 at17.

329 Pprescott & Starr, supra note 106, at 2501-05; Starr, supra note 295, at 1059; Chien
et al., supra note 287, at 689-91; Chien, supra note 81, at 539-40.

330 Pprescott & Starr, supra note 106, at 2501-02; Starr, supra note 295, at 1070; Chien,
supra note 81, at 539—40.

See supra Part IV(C).

332 Pprescott & Starr, Expungement, supra note 106, at 2551-52; Prescott & Starr,
Clean Slate, supra note 106, at 31-32, 34; Chien, supra note 81, at 539-41, see also Kenny
Lo, Expunging and Sealing Criminal Records: How Jurisdictions Can Expand Access to
Second Chances, CTR. FOR AM. PROGRESS, Apr. 2020, at 1-2 (2020) (providing a list of
proposals to improve criminal record expungement uptake rates); Brian M. Murray,
Completing Expungement, 56 U. RICH. L. REV. 1165, 1177 (2022) (explaining how states
have reduced administrative burdens) (citing MARGARET LOVE & DAVID SCHLUSSEL,
REDUCING BARRIERS TO REINTEGRATION: FAIR CHANCE AND EXPUNGEMENT REFORMS IN
2018 9—-13 (2019) (describing state efforts that have made it easier for individuals to expunge
their criminal records)).

333 See, e.g., Meganne Lee-Rogers, Expungement: Access to Justice or Just More
Bureaucracy? A Comparison Among the States, LINCOLN MEM’L U. L. REv. 73, 79-80
(2024).
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requirements: a reform that reduces administrative burdens for judges.?34 Some
states have removed waiting periods and expedited procedures to streamline the
expungement process.335 Others still have abolished the requirement that
individuals pay their outstanding fines and fees to apply for an expungement: a
hurdle that resembled the dark pattern of forced action.33¢

Government agencies have also completed sludge audits that examined the
federal process to obtain pardons and commutations.337 Following a sludge
audit, the Department of Justice simplified the federal pardon application
process.338 It shortened the application form, used plain language, requested the
applicant’s personal narrative early in the document, decreased reporting
requirements (such as listing all previous addresses), removed the notarization
requirement, and explained the relevance of certain questions.?3® These
examples highlight how sludge audits can help identify de facto dark patterns
that impose heavy administrative burdens and frustrate individuals’ preferred
choices.

B. Behavioral Audits

Organizations can also conduct behavioral audits that aim to detect and
eliminate dark patterns that sludge audits overlook.’4? A behavioral audit
evaluates how user designs or interfaces trigger cognitive biases, prevent
individuals from making their preferred choice, and decrease welfare.34! In
contrast to sludge audits, behavioral audits employ qualitative and quantitative
research methods—such as walkthroughs, interviews, and surveys—to detect

334 Brian M. Murray, 4 New Era for Expungement Law Reform? Recent Developments
at the State and Federal Levels, 10 HARV. L. & POL’Y. REV. 361, 370-71 (2016); Murray,
supra note 82, at 355-58.

335 Lo, supra note 332, at 1-2; LOVE & SCHLUSSEL, supra note 332, at 5.

336 LOVE & SCHLUSSEL, supra note 332, at 10 (offering the example of how Illinois
has eliminated this requirement).

337 OFF. OF MGMT. AND BUDGET, supra note 322, at 39.

338 14

339 Id. at 39-40; see Terry Skolnik, Artificially Intelligent Postconviction Review, 38
FED. SENT’G REP. 51, 53 (2026) (describing these changes to federal clemency forms).

340 Mills, supra note 17, at 1433-37.

341 Stuart Mills, Nudge/Sludge Symmetry: On the Relationship Between Nudge and
Sludge and the Resulting Ontological, Normative and Transparency Implications, 7 BEHAV.
PUB. PoL’Y. 309, 328-29 (2023) (arguing in favor of “behavioral audits” rather than “sludge
audits”); Mills, supra note 17, at 1433-37; Chiara Varazzani et al., Spotting the Sludge:
Behavioural Audits to Improve Public Services Across Countries, OPSI (Oct. 4, 2023),
https://oecd-opsi.org/blog/behavioural-science-spotting-the-sludge/ [https://perma.cc/3S4N-7K
YA]. Note that other scholars argue in favor of “dark pattern audits” that are similar and aim
to achieve comparable objectives. See Luguri & Strahilevitz, supra note 3, at 44, 88.
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and mitigate dark patterns.?42 Behavioral audits have been deployed in a litany
of sectors, including healthcare, finance, public administration, and more.343
They can be conducted by third-party experts, such as regulatory agencies,
government departments, consulting firms, or academic researchers.344

One reason why behavioral audits are valuable is because they detect dark
patterns that sludge audits overlook.345 Sludge audits tend to focus on processes
or systems that impose administrative burdens or frictions.34¢ They may identify
dark patterns that increase sludge, such as roach motels, cancellation barriers,
forced action, and bad defaults.3*" But sludge audits may overlook dark patterns
that decrease welfare without imposing administrative burdens, such as
sneaking, scarcity cues, urgency, interface interference, forced continuity, and
nagging 348 Behavioral audits are crucial because they can detect these types of
dark patterns.349

Behavioral audits have assessed the impact of legal financial obligations
and have led to concrete positive changes.33 For instance, the Center for Court
Innovation conducted audits in different jurisdictions that identified how legal
financial obligations entrenched individuals in poverty.3>! Ferguson, Missouri,
previously required individuals to appear in court in person to pay their legal
financial obligations and only accepted full payments: requirements that
exemplify the de facto dark pattern of forced action.332 Following the Center for
Court Innovation’s behavioral audit, researchers proposed an online payment
system to resolve unpaid fines and authorize payment plans.3>3 Similarly,
researchers undertook behavioral audits that analyzed the impact of legal
financial obligations in the state of Washington.354 Their audit revealed that
fines and fees varied significantly between jurisdictions, and that certain
financial penalties could be imposed discretionarily by judges, resulting in
possible sneaking and hidden costs.33 In response to the behavioral audit’s

342 RICHARD WHITTLE, THE CONSUMER DUTY: BEHAVIOURAL CONTEXT AND
PRACTICAL STRATEGIES TO SUPPORT INFORMED DECISION MAKING (2024), https://papers.
ssrn.com/sol3/papers.cfm?abstract id=4810846 [https://dx.doi.org/10.2139/ssrn.4810846].

343 J4.; Mills, supra note 17, at 1433.

344 Mills, supra note 17, at 1433.

345 14

346 Qunstein, supra note 62, at 1856—57; Sunstein, supra note 315, at 656; Mills, supra
note 17, at 1433.

See supra Part V(A).

348 See supra Part III(A) (providing an overview of these types of dark patterns).

349 Mills, supra note 17, at 1433—37; STUART MILLS & RICHARD WHITTLE, DETECTING
DARK PATTERNS USING GENERATIVE Al: SOME PRELIMINARY RESULTS 1, 2 (2023).

350 See, e.g., CTR. FOR CT. INNOVATION, PRICE OF JUSTICE: CHALLENGING THE FUTURE
OF FINES AND FEES 3-8 (2020).
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352 d até.

333 1d. at 6-7.

354 14 at7-8.

355 1d at8.



912 OHIO STATE LAW JOURNAL [Vol. 86:4

recommendations, the State of Washington created an online tool—the LFO
Calculator—that is available to both judges and the public.35¢ The tool indicates
all fines and potential fees associated with certain offenses and indicates which
fees and penalties can be waived by the court.357

Behavioral audits have analyzed plea-bargaining practices in some
jurisdictions.33® For instance, behavioral audits have assessed juvenile and
adults’ plea-bargaining experience in New York City, including the amount of
time they had to accept the offer, the extent of the plea discount, whether they
met with their attorney, and whether they reported that they were guilty.3>° The
audit revealed that 49% of the juvenile survey participants and 28.6% of the
adult survey participants reported that they had less than one hour to accept their
plea offer, which may suggest that the de facto dark patterns of scarcity cues
and urgency play a role in the plea-bargaining process in New York City.360
Moreover, roughly 26.5% of the juvenile study participants and 19% of the adult
participants stated that they were innocent: statistics that highlight how coercive
plea offers may contribute to wrongful convictions.3¢! Indeed, some factually
innocent defendants have accepted an exploding offer and falsely pleaded guilty
to avoid a harsh sentence.392 Behavioral audits may uncover de facto dark
patterns that underpin other coercive plea-bargaining practices, such as
overcharging or charge bargaining.363

356 CTR. FOR CT. INNOVATION, supra note 350, at 8.

357 14

358 See Tina M. Zottoli, Tarika Daftary-Kapur, Georgia M. Winters & Conor Hogan,
Plea Discounts, Time Pressures, and False-Guilty Pleas in Youth and Adults Who Pleaded
Guilty to Felonies in New York City, 22 PSYCH. PUB. POL’Y & L. 250, 252-58 (2016).

339 4. at 253.

360 7d. at 254. To be clear, the researchers caution that they did not ask sufficiently
precise questions that would detect exploding offers. They note: “We asked our participants
how much time they had to make their decisions, but we did not ask them how much time
they were explicitly told they had. This is not a minor semantic difference.” Id. at 256. They
further explain: “In our data. we cannot disentangle the motivation to avoid pretrial detention
from specific time limits set by prosecutors. because we did not aggressively question our
participants about what contributed to the time frames they reported.” Id. at 256. This study
points to the need to conduct behavioral audits that specifically examine the extent to which
prosecutors expressly make time-limited plea offers in certain jurisdictions.

361 14 at 254.

362 Johanna Hellgren & Saul M. Kassin, The Defense Lawyer’s Plea Recommendation:
Disentangling the Influences of Perceived Guilt and Probability of Conviction, 28 PSYCH.
PUB. POL’Y & L. 546, 54647 (2022); Allison D. Redlich, Tina Zottoli & Tarika Daftary-
Kapur, Juvenile Justice and Plea-Bargaining, in A SYSTEM OF PLEAS: SOCIAL SCIENCE’S
CONTRIBUTIONS TO THE REAL LEGAL SYSTEM 115 (Vanessa A. Edkins & Allison D. Redlich
eds., 2019).

363 H. Mitchell Caldwell, Coercive Plea Bargaining: The Unrecognized Scourge of
the Justice System, 61 CATH. U. L. REvV. 63, 85 (2011); Nancy Amoury Combs,
Rehabilitating Charge Bargaining, 96 IND. L.J. 803, 809—10 (2021).
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C. Choice Architecture Initiatives

Given the results of sludge audits and behavioral audits, choice architecture
initiatives can be implemented to address manipulative user designs or
interfaces.3%4 Law and policymakers can alter decision information, modify
decision structure, or incorporate decision assistance to address the dark patterns
of criminal justice and improve outcomes.363

Begin with choice architecture initiatives that modify decision information
to alleviate dark patterns.3%¢ Techniques that alter decision information include
mandatory disclosure requirements, warnings, rating systems that allow
individuals to compare options, the simplification of complex information,
feedback, reference to social norms, and measures that increase the visibility or
salience of information.367

Certain law reform proposals modify decision information to mitigate the
de facto dark patterns associated with exploding offers in plea-bargaining, such
as scarcity cues, obstruction, and urgency. For instance, some contend that
jurisdictions should require publicly accessible written plea agreements that are
filed with the court: a technique that increases the visibility of information,
increases its salience, and facilitates judicial review.3%® Certain states already
require plea agreements to be in written form and filed with the court.3? Judges,
in turn, review the written plea agreement with defendants to ensure that they
understand its terms and conditions.370 The obligation to draft written plea
agreements that are filed with the court and are publicly available can help deter
some of the de facto dark patterns that underpin exploding offers. The writing
requirement slows down the plea-bargaining process, imposes additional sludge

364 See M. Brenncke, A Theory of Exploitation for Consumer Law: Online Choice
Architectures, Dark Patterns, and Autonomy Violations, 47 J. CONSUMER POL’Y 127, 140
(2024) (providing an example of how choice architecture is used to thwart dark patterns in
consumer protection contexts).

365 See supra Part I1(C).

366 Miinscher, Vetter & Scheuerle, supra note 85, at 514-16 (describing decision
information modifications).

367 J4.; SUNSTEIN, supra note 49, at 26-27.

368 Some scholars, such as Stephanos Bibas, have argued that plea agreements should
be written down. See Stephanos Bibas, Incompetent Plea Bargaining and Extrajudicial
Reforms, 126 HARV. L. REV. 150, 156 (2012); Bibas, supra note 105, at 1154; Stephanos
Bibas, Plea Bargaining Outside the Shadow of Trial, 117 HARV. L. REV. 2464, 2541 (2004);
Russell D. Covey, Toward a More Comprehensive Plea Bargaining Regulatory Regime, 101
OR. L. REV. 257, 283 (2023). Others contend that plea agreements should be in writing, filed
in court, and publicly available. See Turner, supra note 104, at 1003—04.

369 Turner, supra note 104, at 979, 1002-03 (providing the examples of Arizona,
Indiana, and New Mexico).

370 David Suntag, Pleas, Plea Bargaining, and Domestic Violence: Procedural
Fairness as an Answer to a Failing Process, 57 CT. REV. 58, 60 (2021) (describing the
process by which courts review written plea agreements for certain cases).
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on prosecutors who must justify their offers more carefully, and restricts their
ability to leverage scarcity cues and urgency against defendants.37!

Notice how these changes to decision information also alter decision
structure.372 Written plea agreements neutralize scarcity cues and urgency
because they increase the requisite level of time and effort that prosecutors must
expend in the negotiation process.373 Judges, for their part, may spend more time
scrutinizing the plea agreement and ensuring that the defendant understands its
consequences.3’* And the publicly available nature of the plea agreement
reduces a particular form of obstruction—price-comparison prevention—
because defense attorneys and judges can contrast its terms with other
agreements that have been filed with the court in similar cases.37>

Jurisdictions can also simplify information and impose mandatory
disclosure requirements to negate some de facto dark patterns that are connected
to legal financial obligations.37¢ Drawing on the insights of consumer protection
law, jurisdictions could be required to mandatorily disclose all potential fines
and fees associated with nonpayment, clearly describe individuals’ rights, and
explain the process to resolve criminal justice debts.3”” Moreover, jurisdictions
could provide access to such information through various means that increase
salience and visibility, such as including it on the citation, by mail, in pamphlets,
on websites, and on mobile apps.378 This type of choice architecture initiative
would help mitigate certain dark patterns that arise from legal financial
obligations, such as sneaking and hidden costs.3’® As discussed next, these
measures will be more effective when combined with decision structure
modifications that automatically tailor the quantum of a financial penalty to the
defendants’ economic circumstances.380

Law and policymakers can also alter decision structure to thwart certain de
facto dark patterns in the criminal justice system.38! Decision structure
techniques include changing default rules, shifting required effort levels,
modifying the allotted time for decision-making, or altering the range or
composition of options.?82 Certain decision structure modifications—such as
changes to default rules—are amongst the most effective choice architecture

371 Skolnik, supra note 20, at 386-87.

3712 14

373 1d. at377.

374 Covey, supra note 368, at 291.

375 Turner, supra note 104, at 995, 1010, 1012.

376 Sobol, supra note 242, at 903—-04.

377 Id.; Adamson, supra note 247, at 314.

378 Sobol, supra note 242, at 903.

379 See supra Part ITI(A) (describing these dark patterns).

380 Skolnik, Regulatory Offence Revolution, supra note 59, at 62—63.

381 See Skolnik, supra note 35, at 326-31 (describing how changes to decision
structure can improve the criminal record expungement process).

382 Miinscher, Vetter & Scheuerle, supra note 85, at 514, 516—19; Johnson et al., supra
note 86, at 492-93 (describing changes to the timing of decision-making).
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initiatives to improve uptake rates and facilitate choices that align with
individuals’ preferences.383

Some law reform proposals aim to change decision structure to prevent
exploding offers and neutralize their underlying dark patterns. For instance,
some contend that jurisdictions should impose “cooling-off” periods for plea
offers so that they cannot expire before a certain period: a technique that is
commonly used in consumer protection law to safeguard individuals against
impulsive decision-making.3%* As a form of decision structure, cooling-off
periods alter the time window for decision-making to dampen scarcity cues and
urgency in the plea-bargaining process.38>

But one of the most promising modifications to decision structure can
address various de facto dark patterns that underpin legal financial obligations
and the criminal record expungement process: changing default rules.38¢ For
instance, clean slate laws modify the decision structure of criminal record
expungements and convert them from opt-in to automatic enrollment.387
Automatic expungements remove the de facto dark patterns of obstruction,
roach motels, and forced action that impose onerous administrative burdens and
lower uptake rates.388

Similarly, some jurisdictions have implemented graduating economic
sanctions (or day fines) that automatically tailor the quantum of a financial
penalty to a percentage of the individual’s self-reported daily adjusted
income.38? Graduating economic sanctions foster proportionality in sentencing
and reduce the likelihood that financial penalties entrench individuals in poverty
or homelessness, especially where collateral consequences are either removed
or are automatically calculated according to ability to pay.3?? These sanctions

383 Sunstein, supra note 40, at 601-02.

384 Covey, supra note 368, at 283—84; Stephanos Bibas, Designing Plea Bargaining
from the Ground Up: Accuracy and Fairness Without Trials as Backstops, 57 WM. & MARY
L. REv. 1055, 1080 (2016) (describing the equivalent of a “cooling off” period for plea-
bargains); Andrea Kupfer Schneider & Cynthia Alkon, Bargaining in the Dark: The Need
for Transparency and Data in Plea Bargaining, 22 NEwW CRIM. L. REV. 434, 465-66 (2019);
Jeff Sovern, Written Notice of Cooling-Off Periods: A Forty-Year Natural Experiment in
Hllusory Consumer Protection and the Relative Effectiveness of Oral and Written
Disclosures, 75 U. PITT. L. REV. 333, 334 (2014) (describing “cooling off” periods in
consumer protection law).

385 Schneider & Alkon, supra note 384, at 465—-66; Kaitlin Caruso & Prentiss Cox,
Silence as Consumer Consent: Global Regulation of Negative Option Contracts, 73 AM. U.
L.REV. 1611, 1657 (2024).

386 Skolnik, Regulatory Offence Revolution, supra note 59, at 62—63.

387 Skolnik, supra note 35, at 326-31.
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178 (2020).
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IowA L. REV. 53, 56-57 (2017); Beth A. Colgan, Beyond Graduation: Economic Sanctions
and Structural Reform, 69 DUKE L.J. 1529, 1532-33 (2020).
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are advantageous because they reduce sludge for individuals who are no longer
required to request a fee waiver or reduction to receive a proportionate financial
penalty.3°! In essence, graduating economic sanctions incorporate default rules
that necessarily integrate proportionality considerations rather than require
individuals to opt-in to a proportionate sanction.3*2 By changing default rules,
graduating economic sanctions help prevent downstream dark patterns that arise
from nonpayment and that disproportionately impact indigent individuals, such
as roach motels, hidden costs, nagging, and forced continuity.

Lastly, some choice architecture initiatives facilitate decision assistance to
minimize de facto dark patterns in the criminal justice system. Decision
assistance techniques include reminders, checklists, self-commitment tools, and
public commitment strategies.33 Reminders are an effective decision assistance
tool that helps bridge the gap between individuals’ intentions and decisions.3%4
For instance, reminders can be used to notify individuals that their criminal
record has been expunged in states that have implemented clean slate
legislation.3?> In states that have not adopted clean slate statutes, reminders can
inform individuals that they are eligible to apply for a criminal record
expungement.396

In the latter context, reminders can be especially effective when they
incorporate decision information and decision structure techniques. Reminders
can provide simplified information about expungement applications, link to a
government website where individuals can apply to expunge their criminal
record, or direct individuals to a mobile app that automates much of the
expungement application process.37 These types of reminders can assuage dark
patterns such as obstruction, roach motels, and forced action that arise when
individuals attempt to seal their prior convictions. Similarly, the results of
sludge audits and behavioral audits can be used to create non-nagging mail or
text message reminders that inform individuals about outstanding criminal
justice debts, offer simplified waiver and fee reduction requests, explain
applicable rights, and link to low-barrier legal services.?9® Rather than nag

391 Skolnik, Regulatory Offence Revolution, supra note 59, at 64—65.

392 Id. at 62-63.

393 Miinscher, Vetter & Scheuerle, supra note 85, at 514, 519-20.

394 1d. at 519.

395 Madelynn Woolf, 4 State for Second Chances: Utah’s Clean Slate Legislation,
2024 UTAH L. REV. 475, 494-95 (2024).

396 g

397 Joseph J. Avery, Patricia Sanchez Abril & Alissa del Riego, ChatGPT, Esq.:
Recasting Unauthorized Practice of Law in the Era of Generative AI, 26 YALE J.L. & TECH.
64,96 (2023) (describing the Rasa mobile app that facilitates criminal record expungements).

398 Shannon et al., supra note 267, at 279 (describing the use of reminders for legal
financial obligations).



2025] THE DARK PATTERNS OF CRIMINAL JUSTICE 917

individuals, reminders can help decrease de facto dark patterns and facilitate
access to justice.3%?

V1. CONCLUSION

Drawing on the insights of behavioral economics and choice architecture,
this Article argued that the equivalent of dark patterns permeate different aspects
of the criminal justice system. It offered three examples of such de facto dark
patterns: exploding offers during plea-bargaining, legal financial obligations,
and criminal record expungements. It advanced three promising mechanisms
that can help reduce the dark patterns of criminal justice: sludge audits,
behavioral audits, and choice architecture initiatives.

These core arguments provided novel insight into the criminal justice
system and the invisible forces that drive decision-making. This Article
demonstrated how dark patterns are a powerful force that influence individuals’
behavior in ways that are normatively and factually distinct from threats and
coercion. Drawing on the insights of consumer protection scholarship and
behavioral sciences, it elucidated how novel law reform mechanisms can help
thwart the dark patterns of criminal justice. And it laid the foundation for future
scholarship that can better identify and deter other de facto dark patterns in the
criminal justice system and in other areas of law.

Indeed, other de facto dark patterns are hiding in plain sight, both inside and
outside of the criminal justice system. Scholars, researchers, government
agencies, and civil society organizations may devote increasing attention to the
equivalent of dark patterns in various legal spheres. Ultimately, this Article
opens the door to an entirely new approach to criminal justice reform that aims
to recognize and eliminate dark patterns, improve outcomes, and maximize
fairness in criminal law.

399 JJ. Prescott, Improving Access to Justice in State Courts with Platform
Technology, 70 VAND. L. REV. 1993, 2013-14 (2017).



