Criminal Justice & Al: Investigative Developments, Reliability Issues,
& Courtroom Implications
Tara Martin

1. Introduction

As technology has advanced over time, law enforcement agencies and courts alike have
adapted to integrate the new technologies into their practices. Currently, this is taking place with
the integration of Artificial Intelligence into the criminal justice system. Al can be used to assist
law enforcement in both making decisions and performing tasks, such as surveillance and
investigation.! With a continually growing distrust of law enforcement officers, the integration of
Al can be an opportunity to improve the criminal justice system? and remove some of the ever-
present biases of law enforcement officers. However, with the many unknowns surrounding AI’s
accuracy, it is of high importance that human judgment remains a factor throughout the
investigative process and that the work of Al be validated.?

II.  Investigative Developments & Reliability Issues

One of the most well-established uses of Al in law enforcement is the use of facial
recognition technology.* This can be used to compare photos and videos of an individual with
images from other databases to detect if it is the same person, allowing law enforcement to trace a
suspect’s whereabouts.’ The same kind of computer vision technology used for facial recognition
is also used for fingerprint matching and DNA analysis.® However, there remain concerns over the
reliability of facial recognition software and as a result, “[s]tates have made clear that law
enforcement cannot rely on facial recognition results as the single investigatory tool.”” There must
be an element of human analysis and judgment before probable cause can be established or an
arrest can be made.®
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Al is also using body camera footage and officer narration to curate initial drafts of police
reports.” These Al generated reports are further supplemented by officers and reviewed for
accuracy.'® Even with the review process however, the “Al-generated content might not have a
clear lineage or might be the result of complex processes that are difficult to audit.”!! The ACLU
has also raised concerns, asserting that “[f]orcing police to write down the reasons for the use of
discretionary power reminds them of the legal limits of their authority.”!? Written justifications
are crucial to holding officers accountable and ensuring that they remain within the bounds of their
legal authority.!3

In addition to the ACLU’s concerns surrounding accountability, the NAACP has also
presented concerns with the growing use of Al in law enforcement.!* AT has become a resource
for predictive policing, which “perpetuates racial bias, violates privacy rights, and undermines
public trust in law enforcement.”!®> To mitigate these effects, the NAACP has recommended that
historical crime data be prohibited in predictive policing and that legislation be enacted to regulate
Al in policing and enforce penalties for civil liberties violations.!® It is important to evaluate racial
equity concerns and take steps to prevent the perpetuation of unequal access to justice through the
integration of AL

The Department of Homeland Security has developed a set of principles to ensure the
protection of privacy and civil rights and liberties.'® Some areas of emphasis that the DHS focuses
on are human oversight, workforce training, and testing & evaluation.!”® As local and federal law
enforcement agencies continue to integrate Al into their daily practices, adopting similar
regulations and protocols may assist in ensuring fair and equitable practices.
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III. Al in the Courtroom

Along with the investigative and reliability concerns that come with the use of Al there
will also be impacts in the courtroom. There are concerns that “deepfakes will impact evidence
authenticity, witness credibility, and the integrity of the judicial process, not only because of
deepfakes themselves but also because genuine evidence can now be alleged to be false.”?? This
leads to increased litigation costs for defendants as digital forensics experts may be necessary to
debunk deepfakes.?! There will also be increased litigation costs for the prosecution as expert
testimony may also be necessary to explain how evidence was generated by law enforcement.?

Along with additional costs, both judges and juries are now tasked with differentiating
between authentic and manipulated evidence.?* The Federal Rules of Evidence give judges the
responsibility of determining the admissibility of evidence, forcing judges to make judgment calls
as to Al-generated evidence’s reliability and accuracy.* In a similar vein, juries, who lack
technical expertise, must assess complex expert testimony, increasing the difficulty of properly
assessing the merits of the case.?> While judges (as well as lawyers) can educate themselves on
evaluating deepfakes,?® jurors cannot be expected to do the same. Therefore, while the impacts on
the admissibility of evidence may be slim as time goes on, jurors will continue to face confusion
and be tasked with parsing through digital forensic testimony to make determinations as to whether
Al-generated evidence should be trusted.

IV.  Conclusion

Issues of bias, racial inequity, and manipulation of evidence must stay at the forefront of
our minds as the criminal justice system continues to integrate Al. Law enforcement officers must
remain diligent in oversight of technology and tracking potential disparate impacts that come with
the new developments. Al must be carefully monitored to mitigate concerns with reliability. From
predictive policing through the trial process, it is critical that important players throughout the
criminal justice system continue to stay educated on the many facets of Al and the potential risks
that come along with it.?” Law enforcement, lawyers, and judges alike, must all take on the
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responsibility of staying up-to-date with the developing technologies and its implementations
throughout the criminal justice system.

While the issue of jury understanding of complex evidence and testimony will continue to
be a challenge for lawyers and judges in the coming years, law enforcement, courts, and legislators
can take steps to ensure proper use of Al technology in the justice system. If properly developed
and implemented, AT has the potential to lessen both human error and bias from law enforcement.?®
However, this can only happen with proper oversight and regulation, as Al is also susceptible to
bias and error if not correctly implemented.? Local and federal jurisdictions should take regulatory
steps to guide law enforcement and courts as to the proper uses of Al and the necessary mitigation
steps to prevent negative ramifications. As technology continues to develop and Al further
integrates throughout the criminal justice system, human oversight at all phases will be critical to
establish protocols that ensure the protection of individual rights and procedural fairness.*°
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