Texas v. Allstate: Texas Takes the Lead in State Data Privacy Enforcement
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On January 13, 2025, Texas Attorney General Ken Paxton brought suit against Allstate and
its subsidiary Arity for illegally collecting, using, and selling the geolocation and movement data
of Texan drivers.! Allstate and Arity are alleged to have paid millions of dollars to app developers
to integrate Allstate’s tracking software into their apps to gather consumers’ driving data.> The
Texas Attorney General’s Office claims that Allstate and Arity targeted apps with built-in location-
based features, such as Routely, Life360, and Fuel Rewards, to discreetly collect data without
alerting consumers.®> The data collected from customers’ phones included geolocation,
accelerometer, magnetometer, and gyroscopic information, recording precise details such as a
phone’s “altitude, longitude, latitude, bearing, GPS time, speed, and accuracy.” In total, Allstate
amassed location data spanning trillions of miles from over 45 million consumers and created the
“world’s largest driving behavior database.” This data was then allegedly sold to third parties and
used to justify increasing car insurance premiums, denying coverage, and refusing policy
renewals.®

Specifically, Allstate is charged with the violation of the Texas Data Privacy and Security
Act (TDPSA), the Texas Data Broker Act, and the Texas Insurance Code.” Under the TDPSA,
Allstate allegedly failed to provide a clear and accessible privacy notice, processed sensitive data
without consumer consent, failed to disclose data sales, conducted targeted advertising without
transparency, and did not offer consumers a means to exercise their data rights, including opting
out.® Under the Texas Insurance Code, Allstate is alleged to have engaged in unfair or deceptive
business practices by illegally gathering, processing, and profiting from sensitive personal data
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without consumer authorization.” Finally, Allstate is accused of violating the Texas Data Broker
Act by failing to register with the Texas Secretary of State's Data Broker Registry. ! The law
requires companies operating in Texas to register if they process or transfer personal data from
over 50,000 individuals, especially when the data is collected indirectly, as Allstate allegedly does
through third-party app developers.!! This lawsuit marks the first enforcement action filed by a
state attorney general under a comprehensive state data privacy law and will set a precedent for
future regulatory scrutiny.!?
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