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As soon as Trump took office, his administration empowered U.S. Immigration and
Customs Enforcement (ICE) to expand its reach and activities. ICE put out a request for contractors
to provide them with technological tools to surveil and monitor non-citizens. This is not anything
new, ICE and the FBI have been using facial recognition in driver’s license databases in their
surveillance for years. The actions of ICE, both past and present, raise serious issues concerning
safety and constitutional rights of both non-citizens and citizens alike. In this blog, I want to talk
about previous surveillance efforts and some of the recent developments in ICE action, along with
the constitutional and ethical risks that accompany these developments.

It is important to acknowledge that the federal government and its agencies have long been
utilizing controversial surveillance methods. ICE has targeted state agencies and private
companies to do so. Even before Trump took office, ICE had access to driver’s license data of 74%
of adults and had used facial recognition technology to search license photos of about 32% of all
adults in the U.S.! As far back as 2008, ICE contracted a biometrics company called L-1 Identity
Solutions to access Rhode Island’s DMV’s face recognition database to “recognize criminal
aliens.” Further, ICE has purchased records from private data brokers, such as Thomson Reuters,
to search customer records from utility companies.® This data has been used to track people down
for arrest and deportation. 4

By utilizing driver’s license databases and utility company records, ICE is targeting people
through their necessities. Nationwide, people rely on vehicles to get to work. People immigrating
to the United States, regardless of whether they have immigrated here legally or illegally, are no
different. Multiple states have passed laws allowing undocumented persons to receive driver’s
licenses or driving privilege cards.’ In theory, this is beneficial and helps individuals avoid the risk
of being arrested for driving without a license.® These laws should be helping people avoid
deportation. However, ICE has used this data to locate people to facilitate deportation—not avoid
it.” This puts many people in an impossible position. Similar difficulties come up when registering
with utility companies. Should people have to give up water, gas, and electricity just to maintain
their privacy?

Notably, ICE operates largely without warrants or authorization. State agencies and motor
vehicle departments will willingly give their data to ICE upon request in some instances. Agents
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will inform agencies that certain non-citizens are suspected of crimes as grounds for a personal
information request or facial recognition search.® There is no way to know for certain if this is their
actual purpose for requesting the information. Very few states require court orders or any proof
regarding whether ICE investigations are truly related to crimes rather than minor civil
immigration infractions.” Further, ICE has famously operated without Congressional permission.!'°
Congress only discovered the 2008 contract for facial recognition a decade after it happened.!!

ICE has broad authority to detain and deport non-citizens who violate immigration laws.'2
Although warrants are generally required for entering private residences, they have no limits to
what they can do in public spaces.!?® The level of surveillance that ICE currently utilizes essentially
circumvents the need for warrants, because they can collect so much data about non-citizen
individuals and their movements that ICE does not have to rely on making arrests in private
residences.

Despite this authority, there are still significant ethical and constitutional concerns
surrounding their actions. The Fourth Amendment is of particular concern. Many argue that the
agency violates the Fourth Amendment right to liberty through a process where ICE requires local
jails to hold non-citizens for 48 additional hours, without any neutral oversight to show probable
cause and without real authority to hold people in custody.!* ICE required the extended holding so
that they could detain non-citizens directly from local jails.!> The ACLU provides a list of ICE
practices that pose Fourth Amendment concern such as: representing themselves as probation
officers or police officers to gain entry into a person’s home; disguising themselves as day laborers
or civilians, and tricking people into locating family members. !¢

The Trump administration aimed to aggressively increase arrests and deportations. This is
being done by throwing out Biden’s limitations on ICE arrests, expanding ICE’s mandate, and
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expanding the power of agents to arrest non-citizens.!” After eliminating Biden-era policies, ICE
can arrest people in sensitive locations (such as schools, hospitals, and churches).!® These efforts
came with the promise that ICE would arrest and deport non-citizens with criminal charges first.!
It seems that the Trump administration has not held up this promise, as the number of detainees
without criminal convictions or charges is rapidly spiking.?’ Detention centers are almost at
capacity,’! but that is apparently not enough. Trump just reassigned the acting head of ICE because
he is frustrated that the pace of arrests and deportations is not fast enough.?

The rapid increase of immigration arrests and the expansion of ICE authority and
surveillance use introduces ethical and constitutional concerns. Even before Trump returned to
office, there is a long history of unethical practices from the agency. Utilizing technology such as
facial recognition has allowed the agency to operate discretely, even evading Congress’s notice.
Trump’s anti-immigrant executive orders and actions should be watched closely, as the various
agency actions are likely to pose serious constitutional issues.
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