Quantum Computing Takes a Leap: Can Cyber Security Keep Up?
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On February 19, 2025, Microsoft unveiled its Majorana 1 chip, a groundbreaking
advancement in the field of quantum computing.! According to Microsoft, this chip utilizes a
topoconductor, known as a topological superconductor, which can create an entirely new state of
matter.> This topological state of matter is used to produce more stable qubits, the units that
quantum computers use to store data.’

While this marks a significant milestone in the quest for large-scale quantum computing,
it also raises urgent concerns about cybersecurity. Quantum computing holds immense potential
for a wide range of industries, from healthcare and finance to logistics.* However, the same power
that makes quantum computers so transformative also poses a serious risk to the cybersecurity
frameworks that underpin our digital world. For example, encryption tools that are widely used
rely on complex math problems to protect electronic information.> Unlike classical computers,
which are limited in their ability to process complex data, quantum computers can solve these
problems exponentially faster. This means that quantum computers could break these systems
very quickly, exposing sensitive information to cyberattacks and theft.”

This rapid leap in computational power highlights the need for swift legal and regulatory
adaptation.® As quantum computing becomes more advanced, American lawmakers face a critical
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challenge: how to respond to the disruptive potential of quantum computing before it becomes a
security crisis. The National Institute of Standards and Technology (NIST) has already released
several post-quantum encryption algorithms that are designed to withstand cyberattacks from
quantum computers.” However, widespread adoption of these new standards is essential.

As quantum computers render current encryption methods obsolete, cybersecurity laws
must evolve to address these emerging quantum technologies. Existing cybersecurity laws and
privacy regulations, such as the California Consumer Privacy Act (CPPA) and the New York Stop
Hacks and Improve Electronic Data Security Act (SHIELD Act), may no longer be robust enough
to address the new risks posed by quantum computing.! Lawmakers will need to ensure that
businesses and organizations adopt quantum-resistant encryption techniques and safeguard
consumer data from emerging threats. Without timely legal action, quantum computing could lead
to a wave of privacy violations and cybersecurity breaches that current laws are ill-equipped to
handle.
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