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Technology has forever changed how we live our lives. The capabilities of smartphones 
have allowed us to share more than ever. From tweeting an idea or taking silly photos, to video-
chatting with co-workers or locating your friends in real time, our daily lives are constantly being 
shared and updated digitally. But what happens when we have no idea what we are sharing or with 
who we are sharing it?  

 
The increased use of artificial intelligence (AI) has invited a new wave of privacy concerns. 

On June 10, 2024, Apple announced its new use of AI technology in its upcoming software update, 
iOS 18.1 Today, more than half of the smartphones sold in the United States are iPhones.2 iPhone 
ownership is particularly high amongst younger generations with 87% of teens owning an iPhone.3 
Apple’s new use of AI-intertwined software brings new risks to this popular company with an 
already controversial privacy history.  

 
While Apple launched iOS 18 in the United States on September 16, 2024, its launch in the 

European Union (EU) was delayed due to the software’s risk of non-compliance with the EU’s 
Digital Markets Act (DMA).4 Apple announced it will specifically delay the roll-out of its iPhone 
Mirroring feature, SharePlay Screen Sharing enhancements, and AI features in the EU until 2025. 
Apple’s AI favors Apple products, and these specific AI features’ integration with other programs 
or devices are difficult to comply with the DMA’s interoperability rules. These rules refer to the 
standards and protocols required of technology when exchanging data between different hardware 
or data formats. Apple’s main concern involves losing control over personal data security when 
responsibility is given to another company, risking DMA violations.5 

 

However, this concern has not stopped Apple from establishing a partnership with OpenAI 
to utilize ChatGPT features on iPhones. Apple plans to enhance security with “Private Cloud 
Compute” to deidentify personal user data susceptible to misuse.6 Apple’s Private Cloud Compute 
software is used when fulfilling a user’s requests. It operates without storing data or making data 
accessible to Apple. Despite required permissions, decoded IP addresses, and other privacy 
protections, ChatGPT’s own data-use policies will still apply.7 This has furthered claims from 
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security experts that "identifying information can still be found in AI queries after security 
protocols 'deidentify it.'".8 

 
The introduction of AI software in mainstream products opens a new wave of privacy 

questions, but potentially opens the door for more states to reconsider their data privacy laws. Only 
twenty states currently have comprehensive data privacy laws.9 How Apple, and other big tech 
companies working on AI integration, will affect our perception of privacy is still unknown.  
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