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 You often hear the phrase, “If you’re not paying for the product, then you are the 

product,” but what does that really mean?  Data and data privacy mean many things across 

different platforms, on social media your likes, searches, and interactions create an opportunity 

for targeted ads, so they are collected to be sold.  However, other industries store your 

information as well; for example, a bank collects your social security number, phone number, 

email, and physical address, as well as a list of every transaction you make.  What do the banks, 

or any other institutions, do with this information, and how do they protect it? California is 

leading the charge for advanced consumer rights in an increasingly online marketplace.  The new 

California Privacy Rights Act (CPRA) advances consumers rights to control their data and places 

larger burdens on companies to control data or face the consequences.1  The CPRA establishes 

an administrative agency within the California state government that will be larger than any 

enforcement agency at the federal level.2 

 Why leave the regulation of data and personal information up to the states?  Commerce 

relies on the free flow of goods and services between state and international borders, and with it 

comes personal information.  The transfer of personal information occurs so often that it has 

become part of everyday life for most individuals.  It has become so common that more than 

60% of American’s believe it would not be possible to go about their day-to-day life without 

having data collected.3  The United States does not have a piece of federal regulation broadly 

safeguarding its own citizen’s data collection and storage.4  Instead, certain types of data are 

regulated; for example, healthcare data is collected and regulated under the Health Insurance 

Portability and Accountability Act known as HIPPA. College students should be familiar with 

the Family Education Rights and Privacy Acts (FERPA) which details who may request 

educational records of a particular student. Financial services companies work around the 

constraints of the Gramm-Leach-Bliley Act (GLBA). The list of examples continues as a mix of 

state and federal legislation with wide ranging goals.5  Each of these laws pertains to a certain 

subsection of the population or a certain subsection of data collection.  Five states have a broad, 

comprehensive data privacy statute on record: California (as mentioned earlier), Colorado, 

Virginia, Utah, and Connecticut.6  

While these laws are a small step in the right direction, their applicability is only to the 

residents of their respective states and business practices within their borders.  The disparity in 

protection between industries and states is staggering.  Constraints on what data can be collected, 
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stored, and shared or bought and sold like a commodity have so many variations that it makes 

keeping track of your rights, and companies’ obligations difficult.  The emergence of the CPRA 

in California has forced companies to revamp their operations in the state or face the legal, 

economic, and social consequences with more states following suit. Companies are now forced 

to ensure compliance with different state obligations.  They could change their collection policies 

to match the strictest guidelines and be done with their compliance operations, but why would 

they if it is easier and more profitable to continue their operations the same in forty or more other 

states?   

In addition to consumer and economic concerns about data collection and privacy 

standards, there have been concerns that weak federal privacy laws are a national security threat 

to the United States.7  Europe is ahead of the U.S. regarding safeguards for its citizens’ online 

privacy.  The introduction of the European Union’s GDPR legislation had wide reaching impacts 

that inspired similar, but not as exhaustive, laws to be passed in India and Brazil.8  The GDPR 

has been attacked as a barrier to trade, with overly broad responsibilities placed on companies 

looking to do business in the EU. However, it is considered the most comprehensive data 

legislation and no better alternatives have been drafted.9 

The digital age is already upon us, almost every individual is in at least one digital 

database.  Sensitive information, likes, tags, shares, retweets, purchases, and every other 

modicum of a digital footprint exists in privately owned databases.  It is well past time for the 

United States to place a digital shield around its citizens to regulate data collection and punish 

serious breaches of data storage.  The United States cannot rely on state legislatures to slowly 

integrate disjointed, and non-comprehensive laws that place differing burdens and penalties on 

bad practices.  The best time to act would have been the emergence of the globalized, digital age, 

but the second-best time to act is now. 
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