
   

 

   

 

California’s Model for Consumer Rights in the Digital Age 

 
Internet users often click and accept their fair share of user agreements, privacy policies, 

and cookie policies. By agreeing to these often one sided policies, users are likely blindly 

agreeing to their data being stored, shared, or sold without a complete understanding of the 

process.  What happens to consumer data, and who is responsible when it ends up in the hands of 

bad actors?  The California Privacy Rights Act (CPRA) attempts to answer these questions and 

help consumers understand their rights when it comes to their personal data. 

 The CPRA was a ballot initiative that sought to expand consumer rights under the 

California Consumer Privacy Rights Act of 2018 (CCPA).1  The legislation clarifies prior 

obligations set out for businesses under the CCPA, while adding new avenues for consumers to 

control their own data.  The CPRA, while become fully enforceable in July 2023, has been 

slowly rolling out provisions since it was passed.2  The CCPA had previously granted full power 

to the State Attorney General for enforcing its provisions and carrying out penalties against 

offenders, but the CPRA, when fully operational, will vest full enforcement power in a new 

administrative agency, The California Privacy Protection Agency (CPPA).3  The creation of this 

agency does not take any enforcement power away from the Attorney General’s office; however, 

it does create an administrative agency with the sole purpose of regulating consumer privacy.4 

 The CPRA creates two new consumer rights, in addition to the six enumerated in the 

original text of the CCPA.5  The six consumer rights created under the CCPA are: the right to 

know, the right to delete, the right to opt-out, the right to opt-in, the right to non-discriminatory 

action, and the right to initiate a private right of action.6 The CPRA added to this list  ‘the right to 

correct inaccurate personal information’ and ‘the right to limit use and disclosure of sensitive 

personal information’ (SPI).7  Consumers may now request changes and corrections to data 

stored by companies.  Additionally, consumers are authorized to request limits to how their data 

is used and shared by a business. 

 What this means for the average Californian is that their data, especially sensitive data, 

should be more strictly controlled by the businesses that process it.  The California legislature 

has written this legislation in a way that forces businesses to ensure that data is stored properly 

and safely, while additionally being responsive to consumer requests.8  Californians will now 

have greater control of their own personal data. Businesses that operate in California must now 
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also be more cognizant of their data sharing relationships with business partners.9  Businesses 

whose processes present a “significant risk” to consumer’s personal data privacy are now 

required to perform an annual cybersecurity audit.10  Businesses are also required to submit risk 

assessments to the CCPA on regular basis outlining their process of handling personal data.11  

Again, the CPRA imposes responsibilities on businesses to ensure they are handling the data of 

their consumers properly.   

 Increasing the burden responsibility on businesses is a step in the right direction in the 

modern, digital world.  Consumers and businesses alike are increasingly reliant on data driven 

activities. Ensuring that consumers are enshrined with rights is vital to the digital ecosystem we 

live and work in.  While respecting the need for consumer rights, the CPRA is able to effectively 

describe to businesses of any size the legal obligations they are required to comply with in order 

to effectively participate in California’s economy.  The CPRA is a step in the right direction for 

providing consumer protection in one state, but the need for an overarching law protecting every 

state is still very apparent.  
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