AntiSpam Service
1. Importance – Why should I use it?

a. unwanted mail never gets to mailbox – not counted against quota

b. only spam filtering available for webmail – Eudora/Outlook anti spam not used

c. detailed information at http://8help.osu.edu/2746.html
2. Terminology – http://8help.osu.edu/2653.html
a. Stream or Filter– a collection of email rules and preferences

b. Trap – messages held based on stream or filter settings

3. Turning on the Service –log into antispam.osu.edu using your OSU Internet ID and password
a. Choose from the following selections
i. I want to opt out of the Anti Spam system - NOT RECOMMENDED

ii. I want my email scanned and delivered to me with a spam score in the header

iii. I want my email scanned at a LOW setting with 30% of the email that is most likely spam to be auto-rejected and not delivered

iv. I want my email scanned at a MEDIUM setting with 50% of the email that is most likely spam to be auto-rejected and not delivered

v. I want my email scanned at a HIGH setting with 90% of the email that is most likely spam to be auto-rejected and not delivered

vi. OR click on the Enable Expert Interface and follow step in handout http://8help.osu.edu/2745.html
b. Notification settings described here http://8help.osu.edu/3155.html
4. Trapped message voting  –  (http://8help.osu.edu/2651.html)
a. Periodically log into anti-spam service and deal with spam 

b. Vote individually

i. Do Nothing

ii. Accept Message

iii. Reject Message

iv. Silently Discard

v. Blacklist Sender

vi. Whitelist Sender

vii. Blacklist Domain

viii. Whitelist Domain

ix. Blacklist Host

x. Whitelist Host

xi. Quarantine

xii. Reject and Quarantine

c. Vote for whole list

i. All:

1. Set all to Do Nothing

2. Set all to Accept

3. Set all to Reject

ii. Reject All as Spam button

d. Submit Changes

5. Email voting feature – (http://8help.osu.edu/2651.html)
a. When a spam email makes it through to your email:

i. Scroll to bottom of message and click on the SPAM link

ii. log into the anti-spam service

1. You should see a red lettered message saying the email will be marked as SPAM

2. IF the red lettered message says “No message with specified ID and magic found ERROR” this means the message was removed from the system and can no longer be found on the server.  This usually happens if the message is more than 4 days old. The only way to handle an old message is to enter a rule as described in step 6.
iii. You can remain logged into the antispam service while you deal with spam mail you received and then log out.
6. Setting up rules – (http://8help.osu.edu/2652.html)

a. Senders – blacklisting senders are not usually recommended unless you receive several emails from the same senders.  Most spammers use disposable or invalid return addresses.

b. Domains – although some domains are also faked, blacklisting or whitelisting domains is most often effective.  

c. Hosts – servers who host domains are more tricky as you would need to be sure they only host bad domains or senders

d. Custom – like email filtering, can set up by subject, sender, recipient, some routing, header, body and raw body.

7. Changing status of a message marked as Spam

a. Trap Contents – All find the message

b. Click on the message Subject column link

c. Click on the link to the right of the two buttons titled “See Incident Details”

d. Can use Bayes training buttons to train as non-spam or spam

e. Can use Freeze status and click on button titled “Thaw”

8. Changing level of Anti Spam service

a. IF using Expert Interface click on the Simplified Interface link in the lower right corner
b. Choose from the options listed in step 3 to change the level or opt out of the service.

9. Turning off the service

a. Log into antispam.osu.edu

i. If using Expert Interface, click on Simplified Interface

1. Choose first option “I want to opt out of the Anti Spam System – NOT RECOMMENDED”

2. Can just set scanning to one of the automatic levels

ii. If using one of the automatic levels switch to “I want to opt out of the Anti Spam System – NOT RECOMMENDED”

Additional Information on Antispam Service found in these web links from OIT:

· Benefits of Low, Medium, and High in Anti-Spam While Continuing to Use Advanced Features 

· Descriptions of the Anti-Spam Service Simplified Interface Settings 

· Anti-Spam Service: Opting-Out/Disabling 

· Anti-Spam Service and LEFS 

· Anti-Spam Turned on Automatically for Students 

· Anti-Spam - Faculty / Staff Using Simple Interface 

