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ABSTRACT
Ax part of developing a vecowd linkage algmt'ml
tsing  de-identified patient data, we
perfornumnca of several demopraphie veriabisa for mhng
lipkagey bebweenr polient regiviry records from two
hospital regiveizs and the Socinl Securily Death Master
File, We aalyzed sampley from sach registy totoiing
E000 record-pairs wo esiablish x linkage pokisrondard.
Using: Social Security Number as the exciusive Iinkage
variable resilted in subsiotial fkage srvov rotis of
4. 7% oaud 9.2%. The best single variabls combination for
Jmcting Enkr war Socinl Secuvity Number, phonetically
comprexsed first nane, birtk month, and gender. Thiz
Jound 879% and 88% of the Kvks without any false finks.
Wa achimed sendilvities of 0% (2 93% whil
mainzaining 100% specificity uving combinations of'
secial racprily monber, gender, noms, and bivth date
Jields  This represents an accurate meithod for linking
pattent recorddy fo death data ad is the boxis for a more

generalized de-ideptified Fnkage aigorithm.

INTRODUCTION

PBecavns tbe mformation readed 10 imewer Important
health resomch, monmgement, and policy questions is
wually scatiored scross many medopendent databases,
methods for sccmmbe lmknge of patlent records from
independert sowrces am critica].  Roscarchars have
succassfilly vied n variety of linkage methodologies(1,2).

Autnmatcd linkage mathedologies are
divided o two teoad categorics: deterministic apd
probabiliztic. | 3] Daummmamﬂ:msmploynset of
niles based on exacl & tt results
between concsponding fields in potential rocord pairs.
Soch algonithms are desipnad to mafch on a reliable
identificd with ligh disoriminating power and then
perfomn vorification usipg additiopal parameters.  For
exaniple, linkage may be attempted ysing Social Seetrity
Number (BEM), which is then werificd by first and last
nainey [1] T linkage is nevmeespeind, one uses another
mmpom:kcymnhlsﬁ'stm:lhdmmewrﬁedby

other idenfificrs.,

Probebilictic  alporithms use statistical meibods
[245]. Prequency of identifier ogrcment and
dissgroement is daived Som poleotial Faked and non-
linkgd recomd-pairs in the data sets. From this information,
likehbood mmores ave calcolated for each polentia} rpgonie
poir{3}. The Likelhood scores for all potondial record-
peirs idcally foom a bimodal distribution whers low seores
Teprepent nen-linkes, high scores repeestnt probeble Linke,
and intermedinle feores represent indeterminate links.

In addition to cxect malching, methods exist for
estnblishing  aprénent between  fields such  =e
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approwiihale sting comparison[6], phonetic encoding,
and nearness metrics[7],

Although probabilistic methods may disciminats
better thas deltrmindstic methods, in some cases thair
resulty equic loman  intervention, and agresment
litelihood information may not be readly evailable for alf
deta f8] Additionally, deterministic spproaches oflen
reduire Tess developmant time and sl achicve aceeptable
rezalisi,3,4].

While rruch infnalon ¢am be gained from linked
daiabpgeg, sleps must be taken to ane confidentinlity of
paticot records [9] We we doveloping a linkags meihod
using datn Jdo-identified by 3 one-way bash Fmction
{1017} Nemnews melrics cannot be used for data de-
ﬂm&dmﬁumbmmmrmmnhﬁ
in hash fupclions.  Thercfore, we must find other
mechagians to reducs varintion thal might othéswisa be
accounled for by nearness meapure, It is bppextant to
avoid mechanizy that pquire homen supervision,
becane 1t wookl bresk confidentinlity in many
wmsbmus,mdﬂmmﬂufmmsadmﬂdmgmbe

METHODS

This work was perforneed as pert of the Shered
Pathology Infonmation Hetwork (SFIN) project for which
we recefved IRE sppmoipl  Using records from two
bospital systems’ patiert regisiies, our goal” was to
mamdmize the chence for an ndividual & Lok 1o the
Social Security Death Mastar File (BRDMF) even after
applying & one-way hash fimeticn o all identificrs. Thiz
problom has genars} relevines to all medical databeses
&nd ragiziies becauss a match to the SSDMF provides the
best indicator of vital statue (ie. whether the patient is
Yving or doccaged). Mitnlity is an important outcome
variable for many research qrestiond 11} snd we believe
the SSDMF & (he bast sones: for that dala

The SSDMF is n publicly svallable database

contribude another 5%, The remaining 5% are derived
frotd compricr matches with Federal and Siate agency
dats  The file is updated with additions, delstions, and
modifications o 4 wockly basisJ12] The 33A maintains
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thet abyence from (he ditabase is not proof the patient iz
alive hropuse some deathy s mol recorded, The CDC
lists 2,391,043 dectdonts for 1999 compered o 2,154,018
(90.1%6) inchded in the 3SDMF for that year.

For this study we uged patiet registcs from two
haspitals in centeal Indiapa, Hospital A is a public inner-
city hospitel system with a farge Madicarc/hodicaid
population. Hospital B i & privals wban hospital sysiem
thet imvested i extensive patient registry clearup in
1959,

Belecting Tndians Death Records: Patiept regisities
were oblained in Decanber, 2001. We developed an
Indiniw sabect of the SSDMF to speed up the makching
proctss deeczibed below. An SEDMF record was insluded
in this subset i any "of the fields indicalesd the pati
worked in, Lived in, or obfined fheir 88N from Jedisma
wing follewing data in the SSDMF: frst 3 digjts of 38N
in (o range 303-317; ZIP code for last re<idence or lump-
surn pryment ZYP code in the mngs 46000-4799%: or an
Indiana statn of residetcs.

Yreproceusing:  Namee and ofier variables can
inelude veriations and ¢oors much that exact siring
matoher may fail when a rmen, resder might recopmzc
them or the coquivalent (ag. “Jim* aod “James™). To
sehieve de-identified matching, we plan i spply 2 one-
‘way hash fimction to all fislds before atiempling linkage,
and all informaticn thet could belp in close matches will
be Jost. Wnﬂmnghtﬂutm'e-p!mmhgmsminga
phonetic comprészion zlgorithm would help overcome
yuch variationy ard £rors.  There e soveral phopstie

Comprestion algorithms, examples include Soutsded13],
Mpl'nn:, and the New Yok Siste Identificatiop sod
Intellipeice. Systom  slgorithm (NYSHSY[14] The
NYSHS algorithm hae high dissriminating powa'[lS]
IYENE eodes for fivel and 1ast names were gepurated for
cach deta st

To climinate last name, fitst same ordsr reverzal
TTOME, Wa totiveried names from hage 27 {A-2) tb base
10, sunsned them topether, and re-cooveried to base 27,
Ins this way “JOEIN SMITH” and “SMITH JOHN™ both
moduce the mum “SWYAV™. We applied thiz samc
1ecess to the NY SIS transformed Girst and Bast names,

Gender was avmilable in the patiest regisirizs, bat the
SSDMP containe 0o fickds for pender. When gender wag
mizsing from the bospital registration we imputed it using
the non-interseeting mamck From the dop 1000 mals snd
feamaln first momes derived from 1990 1.8, Census dat,
We did the snme for all SSDMF reconds.

Bisth datn and SSN are alse mibjec! 1o emors, but

Filed 05/24/2006

there 13 nothing analopoas 1o Sotindex-like rules for these
variables, To accommodate crors in birth dave, we
decomposed it ito month, day, apd year variables; we
used varions eombinations to attempt linkape. Whin SSB
Wag cromcors we used oflher Imkage criteria such as full
nami, birlh dats, and peisder

We preprocessad the dals fram each of the candidate
maich ficlds shown, in Table 1. Bacauss identificrs sich as
race, wothés's maidep nmoe, and nstivtional identifiers
that wege present in the hospitel records ware not preseat
in the BSOMF, fhey wera pot inchaded in matching rules.
We tieed only the preprocesscd vosiables in our analysis,
In the sontest of anouymous linkage, we could perfam
ﬁusp:prmgalmhmaemlmbafwcapph'mg
8 one-way hash wilhud compromising

confidentintity.
" However, we cy=mined the performance of both the mw

and NYEIE names. The preprocessing was intended to
iwaoass tha chance of 8 comest maich,

Mzmia] Analysls: We developed a gold standard for
svesswing the cyor mtes of the linkages varibles and for
copaming  the  watching  acenmry  of  various
combimations of these variablas a5 follows. Using $5H as
e xingle idenitificy, we Bnked the patient registries b the
Indiann subaet of the SSDMP resulticg i potentially
tinked record pairs. If m hospital record linked to moie
than one recond in fhe SSDMF, the Srst racard pair wag
uscrl. Az the Brel stape, we cbiidned 2 random sample of
=1000 record-pairs from ewch institulions™ potential
links. Tha two samples were then manually reviewed apd
Tecond pairs were laboler a5 comeet of lneommset Links.

Retrospective analysis of both 1000 patjieml samples
revealed thal all incorrect linkz bezed en 58N alone
imiasmaiched oither on (st pames or birth years. In
hospital A, the 8471000 manuelly-labeled nttarect links
wrre foond amony tecosd pairy mismatchad either on first
1ixins or birth year. Similaety; in bogpital B, the 39/1000
incorrext Jinly were Found Emom@ récord peirs meeting
tha &ariic mismatch criterin

To create & Jager sot of tesd cases, we 1nok a mndom
semple of 3000 record pairs linked by 85N alons from
each hogpitel dud manmBy reviewed all cases that
mismatchzd on first name or bith date. Of the 5000
reerd poirs in sach mample, 1,367 econd-pairs from
bospits A {27.3%) and 825 recéed pairs from hospitl B
{16.5%) ware marmally revicwed and fsbeled as storrect or
incomect Iinks, The n=1000 and o=S000 samples from
rach bospilal were then: combined 1o form gold standards
of n=6000 rotord-paite. We determined sensitivities and
specificitics for multipls combimations of candidats

Tabls 1; Preprocessed identifiers

. Lentificr Voo Droprecamimg Ralch
Soectal Bocarity Numsbes (35M) [X3 Tasstrm mn-pmperic chacit, solliy ¢ ot dgAx, melify o el valid
Laxt Mo (LH) AR !mvumabﬂlh%uﬂinﬂpﬂhmlﬁ'mﬁimu
Fliat Hione (FN) A2 R novr-aiphabolin cloraiery, offix s profic imlify avabil names,
Nmseamx) mm Prodeced aficr pec-pecoosing of et sad Firit Nippn,

NYENZ ancoding of Lest Nama (LNY)  A-Z, zere

Hanll, or# (M F), sitampl inptitation from first maw list based on cenwus Jet
Prodorsd stes twi-jaiomving of Last and Fiet Nmyes,

NYENS mendieg of Fimd Namg (FNY) A 2ats  Prodcod aftex fre-oompiog of Laat ked Firt Ny,

Sumn of NVEIIS Naewx (SHY) ALz Sten of LHY sad FHIY

el of binth (ME) 0-5 Comvert fhim alplabotic mesth, 0 if <0.ar> |3
Dy of Bink (DR} 09 0 if <l o> 31)

Yeur of Bwth (YBY 25 0 i {< 1300 oy > 2001}
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lmknge variohles within these gold-standard recosd pairs,

Non-S8N Linkage: For 33N record pairs labeled ag
incorrect liks, we atempted a second linkage to the
Indiana SSDMF using first name, Jast name, gonder, and
birth date. These wers manually reviewed and labeled as
toneet or intorrest lnka, The corect links not pensraled
hySSNmthmcmpamdtoihamhllmodSN
generated links,

RESULTS

A sobetartial monbey of patisnt repistration records,
mpprgdimalely  35%, . lacked SSNs at each institolion
Onmly the hospital reconds with valid 85Nz were used in
this study. When we linked these hospital records to the
Tidtizna subset of the BRDMF, 57,446 (8.4%) of hosgital
A's records Imked to & resord m the Indume BSDMF, and
147 878 (1086} records from hospiial B Fipked,

We ustd the paticnt regisiry records that kmletd by
538] nlome to the SSDMF to obiain the gold standand date
st of 600D record pairs  Among the 6000 gold standard
racond pairs, nsing SSN a3 the oochisive malch veriabls,
bospitn]l A had 550 mcomest links, indicaling a 9.2% S5N
cror taim, and bospital B had 281 incormot links,
ipdicating a 4.7% SSN eror rate.

Tsble 2 shows the individual identifier mismaich
mtez among correct linke baged on S5V alone, Assnming
that the SSDMF @urics the comeet miommation, these data
provide an estimate of the error rates in the reconded

. information for each of tha listed patient identificr ficlds.

154

However, v catmol consider mismatches on first and last
mmtnh:s&ﬂmbmmrdnngabutwmﬁﬂ

mames, mickTames and varying uses of first atd middle
mlm]s confound this compacisen. Forfher, the geader
fignres are not precive betanst all of the grmder vahiss n
ihe STDMF fils are impred,

Table 2 Tdentifier Krror Kotes
Among Correct S8N-based Links

Error Batey (‘55)

Hospatal A

esis0 [_m:_
Laul Nams
Fitzt Nunc ]J'_i 8.2
Hawa Suem 1642 9.9
NYT TS Laak Nams 29 11
HYHIIS First Naww 2.5 T2
HYGIIE Som 123 83
Gonder 05 0.8
kerrdhe o Eairily a7 1.k
Dty of Eirth 34 53
Year of Birth 82 4.2

There are semne inttatsting ohacrvations we can make
from this Table. Emror raies were higher st hospital A e
eamparcd to horpitel B, which had invested i 6 mwjer
clean up of their registration sysiems 3 yenrs ago. Jt iz
rotable thal the month of birth is more accumste then
o day of birth. Also 68 expented, the NYSIIS algorithm
had & lower mismatch rate than raw names. Howvever the
miwnnich rete with IWYSIS was ot zoro, reninding
differences fike “Bill™ ot “Gi*,

Amaong the record paire pot bnkahls by 38N, the use
of name and birth dale criveria identifiad an additional 186
comrect links between hospital A and the Indisna SSDMF,
while the zame procegs wdentified another 109 comrect
links in hospital B. Using these links we aoalyzed the
83N emors consisted of thnee types shown in Figure

1, The mosl cmmon error 0 be due to
B BT i
ono was Imked to a male recond gharing

sane Last names. arTors (41% hosmial
A.,:lm‘l:nqxhlB)md colllsiona ] Wkmowi
1% hosphiml By acooanied for
qrorz.  rigure 1 shoos examples

mmgmsd’ah.

Plpn '.l' BS‘N Taror Examples

Tho rows in Tables 3 and 4 descibe sets of
idmﬂﬁuslhtmxﬂbemedfmlmkmgpahmhandihm
false positive mwd false oegative Link riss.
The best single esabinstion of idsudifiera for finding
mnatehes wag SEN, first vame fransformeed by the MY SIS,
month of bisth, aod genda:. Thas capbinstion formd 87%
to 88% of te possible links withoot finding any false
liks, Taking the umion of more than one st of ¥eys —
that iz link by coe el of kays, then link by another set of
keys, and inchuda all of the imks from any of these sicps
in the final rewuit — yielded an 59% ®© 90% link mie
name, last name, and foll birth date increased these yiclds
to P0-92%. .

DISCUSSION

Hompital registiics confain subwambial numbers of
srues in SSNs that prohibit tha wse of 35N ax » gingle
linknge keoy. Additional fields have to be addad to avoid
incoerect links Similar ernor rates in the SSN have boen
reparted previousty.[16] Neowrly haif of the 82N errors e
oy b spenizal anix-upa, slmort cegtainly dng 1 4 mix up
behween the gramtor's 85N end that of the patiert . or
and fist name belp to wvoid incormect links betweon
beneficiarics and guaraptors. We recommend that health
care systeras develop repistration procodures o evord the
DRorect csigiment of grapimior*s S5 to 4 benefiriary

Linknge crivwia that inchode 55N combined with
variablas from both peune and bith date mecimize the
mateh sats Wik Keepriigg the: faliz: pogitive mte mkar 2an,
Identyfier varintions s not indeponient, pooplc with the
saie: ast names may cod up wing the sane 35M bemuse
of beneficiary or other emors. The first name and

Proceedings of the AMIA 2002 Annual Symposium, Page 307
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Table 3: Resulis o 6,000 random spmples taken from STALG recopd-pairs
mniwmmm A and SSDMFE Indiana
iy Hon-hinks
Eimkead Mden ifer Correrd  Inoorment  Corrat Inonrrect
FER Ao 3450 350 ] q o -
B3N, LN, FN 4341 7 54 916 87
SSH, LMY, FNY ATI5 7 543 6N %i_ 557
ETH, ENY 4182 1 L« B&E ny o877
D Crilaria;
SEN, MB, DB, Yi 4557 1 g Y 15 996
Haroalioyte Criterin wilh SEM:
35N, PN, YR, G 4350 o e Lo T 1oq
IR, FNY, YA, 4406 9 530 554 21 we
SEN, FNY, MR, G 4T3 6 14 e 87 0
LN, G y9g* o 3% _ 169 X1 103
Union vi (ENY,YILG), [FNY, MB, G), .
1ud (LIFH MBDB, YA T+ S s.'.,o m Y 109

* Pedradial Yoky for mc-53N matches = 6196

Tahile 4: Regulis of 6,000 randon samples taken from 147,848 record-pairs
linked by SSN between ital B and SSDMF Indina

Hos-Linka
B Alomo (7 1 [] [}] 100.0 -
Nams Criloge,
HEN, LN FN 57 2 219 582 Mz "3
SSN, LMY, FNY 24T 2 ey 14 817 w3
BEM, ENY 2248 2 prri) ™ 2.7 oa%
541, MB, DB, VB 3216 2 g S0 2L7 9913
" 1 Pt Crgri
SN, YB.G dotry 0 b1} T £74 it
38N FHY, YR, G SME 1] %1 671 M3 L]
EsH FNY, M8, G L4l 4] 0 281 538 an.s 103
Hame sd Do Criftafiwifhoot 3EM.
LY. PN, M8, DB, YB, G AT [ 1 1052 §1.9 10
Unicn of (FRY YR, PNY.ME O 31 0 %1 o7 915 100

* Potzmiial Leds or Ron-55HN maiches = G109

grider provide important protections against such, emors.
Oender is fnchuded to avoid the theometical possibility of
an meomeel NYSIS linkage between family mambers
with similar first namcs who share S5M mwd birth date
paramstens

The preprocessed Emkage variables that perfoviy
reasmalily well o this stody ane suitabls for & des
identified linking mechmiom. Afler being preprocessed mt
the loes] information system, identifis=ry can be enerypted
ViRl A SECUTE Ofe-WHY lrsk, Using 4 one-time ssed shaped
by all sitca. The hashed keyn can b oot to a trusted thind
party for linking mud that party can assipn rardern eodey
o each patient.[17]

Wa restricted the matching to the Indimw subset of
the SEOMF 16 Kimit file zim and compaoter time. T find
all possible deafls in a loeal population of patients, onc
would link to the entim SSDMF. . We would ‘expect ta
find more Links bebween patients fn (e regististion files
b also 1y edeotintey higher arar rates, beesuse the: larger
mmnber of individmls in the targel file would provide
greater chancea for hinks between diffensmt mdjviduzals
who happen > have: the same deontifiers,

These esults are based on modest sample aizes, and
further analysis of larger populstions is warpated, O

Proceedings of tha AMIA 2002 Annval Symposium, Page 308

methods apply 1o decedent matches ol patientz from e
Midwest This may not gmalmlnotl‘.ﬂ:popuhm
with high percentapes of Hispanic or Asian ez, By its
nature, the death index contains an oldear populstion;
Iinkage performance in 3 younger, more divese
population may differ, Further, assuming that the S3DMF
Blc containe much clsanar data then the average hogpital
registration file, we wouold opect 2 lower link ae and
more ermors when, data froms both files are derived fiom
patient regizines.

Thia is s eccvmete method of linking patient recards
1 death data, and will be the basis for 3 mors giwerilined
de-identified linkepe algorittn. Puoturs woek inclodes
linking regishy data to the entirs SEDMF to stady the
mmﬁmnﬂmﬂnﬁmal&wd&hﬂ
Wegk will also ba directed boward i non-REN
oane matches. Wo will also consider wse of some
stafistieal properiles such p2 pame spd bitth date
frequencies & improve matshing precigon,
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VirchowKrause
8:company

May 15,2003 -

Mr. Kevin J. Kenhedy, Executive Director
Wizconain State Elecfions Board

132 East Wilson Street, Suite 200
Madison, Wi 53701-2973

Dear Kevin,
Re: Statewide Voter Reglstrafion System Project Charter

Enclozed iz the final report of Virchow Krause & Go., LLP for the siudy of the statewide voter registration
systern (SVRS) for the Wisconsin State Elevtions Board. Tha SVRS is 4 significant Initletive for the
enlire state of Wisconsin. SucoaseRll deployment of a new system will require involvement and
Investment at the state, county, and local kevels of government, it will require & complex and lengthy
implementation.

For such an inittative, itis Inperative thot consensus be reached on the SVRS Project Charter before the
work begine. Ta that end we submit our report, divided into three seclions plus appendices:

1. Byecutive Summayy
- 2. BVRE Findings
3. SWVRS Project Charler

4, Appendicen

The Executive Summary provides a high level overview of the SVRS initiativa, describing the current
siuation k1 VWisconsin and the impismentation steps the State of Wisconsin must take o achieve
comphance with the SVRS provisions of the federal Help America Vote Act (HAVA}, Estimated costs of
tha SVRS and cost reduction sﬁ‘ate;jm are akso culined,

The SVRS Findings section provides a review of the SVRS etudy project, and presents important
information discovered dking the analysls. The indings are the result of extensive discussions with
county and kecal officiale, etale agencies affected by the SVRS, the Department of Elecironle Govemment
(DEG), other states, ard three system vendors with prevhu: experlence in statewide voler lists. The
findings are logicaly grouped into major themes, each of which will have a significant impact on the
SVRS implementation and which therefore ako shape the Project Charter recommendabions.

The Project Charter is the definition of tha SVRS implementation inifiative, The objectves, zcope,
assumptions and known riske of the SVRS initiative are documented, along with proposed dralt statutory
changes. Flowchars show the business processes and technical architachwra of the naw systEm acroes
the local, county, and state levels. Phased implementation plans provide the approach, high level work
steps, resotrces, and ofganizalion requirad lo fmalize the operational model at the county and municipal
levels, =&lect tha cystem vendor, and implement the systesn. Delriled § year total cost of ownership
schedules show a yearbyyear cost estimate broken down by cost eloment, based on vendor RFI
responses shd cther agency cost estimates. Combined, hese componenls provide a high level design of
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the SVRS system which should be used as the basis for final poliey, technical, operational, and funding
decisions.

Thank you for thé opportunity to work with you and your team, While it has been a significant amount of
work in & very short pericd of ime, Ithas been a pleasurs and 3 privilege o work on this important project
with the State Elecfions Board, the Depanment of ‘Electronic Govemnment, the Department of
Transportation's Division of Motor Vehicles, the Depariment of Gomrections, the Depariment of Healih and
Family Services, and the county and muricipal oficials, We appredata the cffort and cooperation of all
involved,

Sincerely,
Virchew Krausa & Co,, LLP

Keith Downcey, Partner

160
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Executive Summary

A. Baec nd

In October 2002, the faderal govemment passed the Help Amearica Vole Act of 2002 (HAVA). This
legisiation crested new election administration requiremerits for all stales and called for an upgrade of
voling systems to better accommodate persons with disabiliies. Specifically, HAVA calls for the creation
‘'of a single, unifarm, officiel, ceptralized, Intaractiva computerized statewide voler registration list defined,
maintained, and administered ot the state level that contaiy the hane and registration information of
every Iegaﬂyreghteredvoterhhe state The cuirent timefine for HAVA calls for election officials to meet
the majority of the HAVA requirements by January 1, 2004, and the remainder by January 1, 2008,
Extensions of the inlizl deadine (o January 1, 2005) are permissible and Wisconsin plans fo submit an
extansion request and expects it will be accepled. .

'In December 2002, the Legisiature provided funds for the Stale Ejections Board (SEB) to study and

prepare specific recommendations for Implementing a etatewide voter ragistrafion database systemn
{5VRS), including a proposal for the system’s cost and proposed legistation recuiied to inltially Implament
such a system, The Elections Board retained Virchow Krause & Co. LLP to asslst with the siudy, analyze

“the central and local system requirements, and develop end [35U4n a request for information {(RFI) ta

potential vendore of statewide voter systeme and other interested vendors. This report and the enclosed
Project Charter represent the resutz of that study and the RFI,

B. Cumrent Situation

Thi State of Wisconsin does not cumently have a formallzed stetewlde voler registration system or
process. Consider the following:

»  Umdes the present statutes, only municipalities that have a popdation over 5,000 are required to
registar sleciors,

+ There are some individual municipaliies that have voter registration systems to comply with
statutory requdrements.

+ Some countles maintain voler reglatration data for municipalities and soma municipafities
electronically maintain electer ists but do not register volers.

*  Mosl municipafifes have no record {manuzl or electronic) of its electors. Consider the following
data, collected from the November 2002 election:

Number of muniﬁpél?ﬂes whthout voter registration . 1,520
Number of voters in the November 2002 clection 563272

- Number of munldpalifes with voler registration 320
s Number of regiatered electors 2,625,353
Rutnber of voters in the November 2002 afection 1,363,789

Eslimaled size of statewide voling age population 4,140,000

Furlhermore, there ere over fifty ¢ifferent software solutions (e.g., Workhorse Soltware, Town Hall
Soltware, ele) and fity custom applications being employed by those 320 municipaliies, including
custom applications in the state’s largest murdcipsiities—Miwaukee and Madison. Assoclated with those
varied solitions are a myriad of policles and proceduras,
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In sizmmary, the current aclivilies and processes supporting voter raglstration are:
+ Curently managed at the local levels,
= [argely decentralized and non-standard, and
+ Effective in maintaining the integrity of the locel eleclioral process.

To comply Mm‘HA\.fA regulalions, the state will require new SVRS applicabons, processes and
proceduras for the centrallzed voier Bat.

C.__SVRS Future State

Based on information from other states and fom vendors who have implemented statewide voter

systems, it la clear thel a statewide voler repiatration system s eignificantly different from a wrmicipai
syetem both in kind and In degree,

A statewide voter system is not simply a municipal systam with more recorde. A statewide systam has
difierent integraiion processes (between municipaiiies and with other siate agencles); it haa different
securily lesues; different validation processss; different purge processes, and different pcalability
reguirements, The system has to accommodate various levels of technological sophistication and
volumes of tranzactions ranging from the City of Milwaukee, MAwaukes County {with up to 100000
election day registrations) 1o the Town of Buller, Clark County with its 70 voting age electors.

The complexities of implementing a statewide system involving municipalities, countles, and multipls state
agehcies require a very Jarge scale project effort,  Statutory, policy, lunding, process, ofganizational, and
technical issuss must be careilly addressed i order for this project to suceeed. This s & unique
challenge for the siate in a critical area whera the right of citizens to vote is affected

Furtharmore, there s a body of expertise In statewide voler regisfration found in the SVRS package
vandors, No vendor with statewide voler registration exparience proposed the davelopment of a custom
application. There Is a significant oppostumity fo leverage existing HAVA-spealic software funcionality,
expettise, and lessons leamed, The State Elections Board SVRS Iinflefive i much more than a software
development and implementation project, and the overall initiative may benefit greatly from leveraging the
knovdedge and experiences of SVRS package vendors fo ensire stcoess.

The fulbre stalewide voter registration system will need to take inte conslderation the fblluwhg factors
(see the Findings section for mora detall on these elements):

s  Statewide voter database-—one contralized, unified list at the core of the alactoral process. |

*  NMunicipal information—the SVRS is more than just volers; l! requives the mamtenanca of
- address, mmicipal, and voling judsdiction Informalion,

+ State slatutes~revised in “cosmefic' ways, to modify language pertaining to municipal
registration and revised substanially to address new iszues crealed by the existerce of cna
statewide elector database.

= Polities and procadures for the 72 countles and 1,850 municipaliies—o Insure the Integrity
of the database, the number of users must ba controlled and the policies and procedures that
gather the data musi be standardized,

« Integration with direct impact apences—how oﬁen  kvteqgrate, what data to extract, how to
inatch and what to do with the other agencies’ data.

&« Cost—he cost to the state and memicipalities will vary signiicantly depending on the nuimber
of users (l.e., degree-of consolidation), the magmude of comversion, and whether the state or
the vendor will host the application and provide on-going maintenance and supporl.

+ Statewide implementation and roll-out—the nature, timing and duration of activities to bring
the sys’nun ve.
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+ Inlfial and on-going raining—a burst of activity infdalty, but on-going tralning a5 well, because
of the naturz] tumover n the office of munlcipal end cotiimly clerks,

» Largs =cala technical archilaclure—the size and complexity of the system resudt in very
robust software, hardware, and conhectvity requirernents.

s  On-poing operation and maintepance of both central and distrbuted system components—
another cost of dolng business that must be factared inte state and local budgets,

The proposed uture-state process map for Wiscongin's statewide voter registraian is deplcted at a high
level n Figure 1, below,
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Figure 1. High-Level Statewide Voter Registration Process Map
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“

However, there is a fulure sceharic where a ditect connection between the SVRS and the veling system
Is passible, Connecting ballot craation and the resording and tallying of voles would alow for “anywhere-
voting" That Is, the system could ba connected so that a voter could use voling equipment at a
Wisconzin poling place that iz electronically connected to the veoter database and the ballot creation
gyztem. Then, the voler could sign In on the voting cquipment which would then pull up the approprate
ballot. Thus, a voter could vete at any locstion that was connacted 1o the SVRS. Furthemmore, this
scarano 1= not far behind the concept of intemet voting; that &, the voter signing info the voting system
via the Internel and then receiving and casting their ballot. Mozt likely, the technology for this fulre stata
will exist tong bafore statutes enable it.

As the state Elections Board pursues the selection and implementation of ke SVRS, it should work ta

ensure that the schition does not preclude it fom the flexibiity of considering anywhere-voting and
Iniemet voling.

G. _infegration with Direct fmgaet.ﬂwies

HAVA cals for apreements between the SEB and tha DMV, 1t calls on the SEB to sle use data on

deatha and Telonyfchdl rdghts statue fom other direct fnpact agendies {e.g., DHFS and DOJ). The
agreements must spacify tha following: :
*

The specific elements of data requestad (e.g., name, addeess, driver’s license number),
¢ The farmat of the data,

« The frequency of deta requests, and
« The cost for data.

In z2ddition, the following issuwes must be addressed:
«  Programs must be wiitten to match the extracied data to the siatewide voter database,
« Policies and procedures would ba devefoped for dealing with
= Records that mateh 100%,

»  Recoyds that partially match, and
= Records that do not maich at all.

Name maiching and vaBdution lssues are very complex {2.9., maiching Margle L. Smith with Marparet
SME: and are made Bven moe mE ilﬁen BHAEES and Name changes afe Cons . {he iming

and arer comrection roulines. of the intarfaces to other slate agencies is exiremely important. Ever a 1%

emor rate oh an Interface validating names, driver fcense numbers, etc. could genesate tens of theusands
of bad matches in an eimor 109, weh Emd an;é ;E'E g the uzers o manyally verily the emors. Again,
& high degree ol accuracy is Imperative prior & o ton of voter records.

One vendor proposad (and has Implernentzd) an opion where records that match 100% be “pushed”
aufornatically info the stalewide voter vegistration database. Two others suggested, based on their
experiences, that records that match 100% be distributed to appropiiate municipaliies for their approval
prior {0 updating the statewide voler database. Thi= sagond scenarfo appesrs to be more algned with
Wieconsin's philosophy related to eleclors and volers. Al vepdors suggested that incomplete or

unmatched records be lghored, becausa the time to resolve, coat ta régolve, and potenBal Tor erfor and
dizenfranchisement was 160 high.

- H._Pscksge vs. Cystom SVRS Sojution

The RFl responses led the study leam to focus on vendors who hava knowledge and experiance with
statewide voler registration systems. The objecfive wat to leverage that knowledge and expertise In order
to be jn a position to create a viable procureent process, inciuding preparing the state for the financial
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impact of this project. If the findings of this shudy included a conclusion that the stele's requiremients were
very unigue, then h wanlkd be more Wkely that a custom saliion could be a viable optiot.

In order 1o prepare an RFP fo which cusiom developers could provide a credible (i.o., fiscally responsitle)
reply, the state would need to expend a significant amount of up-front invesbment (see Project Charter,
secion G). Becayse, n addiion to spacifying business requirements (as this study did through the RFI),
a "eustom dwelnpment RFP" would need o identify and develop deteiled design and functiona)
specifications requiced by the application. The RFP would need to provide Screen layouts, report
designa, and many aihar syztem slemants,

The study fernd that the reguirsments of Wiaconsin's SVRS ara not very unkque. That is, vendors with
exlsting SVRS solutjons bring knowledga, expertize, and additional ﬁmcﬂonallty Thus, selection of a
© eustom q:pll::almn doas not appear to be waranted.
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